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GIRIS / INTRODUCTION

13 Aralik 2024 tarihinde diizenlenen VIII. Uluslararas1 Terérizm ve Giivenlik Konferansi'nda
arastirmacilar, akademisyenler ve alanin profesyonelleri bir araya gelerek giivenlik tehditlerinin
glincel boyutlarim tartistilar.

Konferans oOncesi ve sonrasinda desteklerini esirgemeyen rektorliigiimiize ve 6grencilerimize
tesekkiiri bir borg biliriz.

Konferansta tebliglerini sunan akademisyenlerin hazirladiklart genisletilmis Ozetleri igeren bu
kitaptaki metinlerin sorumlulugu yazarlarina aittir.

&

The researchers, academics and professionals in the field came together and held discussions on
current dimensions of security threats at the 8th International Conference on Terrorism and
Security which was organized on the 13th of December, 2024.

We express our deep gratitude to the Rectorate and our students for their unwavering support

before and after the conference.

The responsibility for the texts in this book, which contain the extended summaries prepared by the
academics who presented their papers at the conference, rests with the authors.

1. KONFERANSIN HEDEFLERI / AIMS of the CONFERENCE

Istanbul Beykent Universitesi, Iktisadi ve Idari Bilimler Fakiiltesi Siyaset Bilimi ve Kamu Y&netimi
Ingilizce ve Tiirkge boliimleri tarafindan ortaklasa diizenlenen “VIII. Uluslararas1 Terdrizm ve
Giivenlik Konferansi” alandaki arastirmaci, akademisyen ve profesyonelleri bir araya getirerek,
arastirmacilari siber giivenlik, yapay zeka, istihbarat ve bilgi operasyonlar1 ve ekonomik giivenlik
calismalarina dair meseleleri ve giincel gelismeleri konu edinerek bilgilendirmeyi hedeflemistir.

&

“VIII. International Conference on Terrovism and Security”, which was jointly organised by
Istanbul Beykent University, Faculty of Economics and Administrative Sciences, Departments of
Political Science and Public Administration (English and Turkish), aimed to bring together
researchers, academics and professionals in the field and to inform researchers about cyber
security, artificial intelligence, intelligence and information operations and economic security
studies by addressing the current situation, agenda and discussions.

2. KONFERANSIN YONTEMIi/ METHOD of the CONFERENCE

Konferans, katilimci akademisyenlerin hazirlamis olduklar1 sunumlar tizerinden yapilmistir. Her
aragtirmaci, uluslararasi terérizm ve giivenlik kapsaminda farkli bir konuyu degerlendirmis, gelen
sorular1 yanitlayarak katkida bulunmustur.

&

The conference was based on the presentations prepared by the participating academics. Each
researcher evaluated a different topic within the scope of international terrorvism and security and
contributed by answering the questions.
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3. KONFERANSIN PROGRAMI/ PROGRAMME of the CONFERENCE

ISTANBUL BEYKENT
UNIVERSITESi

LARARASI

TERORIZM VE GUVENLIK

KONFERANSI
1.0TURUM
Oturum Baghg:: —
ACIS KONUSMALARI M ® 1.00-11.50
@ 09.00-0910 A . Oturum Bagkani:
Prof. Dr. Volkan ONGEL sy Dog. Dr. Ulke Evrim UYSAL
(Istanbul Beykent Universitesi Rektort) Birlegik Krallk)/0910-09.30 Oturum Basghgr:

Dr. Ogr. Uyesi Mustafa KARAHOYUK
(Konferans Dizenleme Kurulu Bagkan,

Istanbul Beykent Universitesi) URE S U006 50)

3. Prof. Dr. Nuray EKSi

(Marmara Universitesi (E),
M Turkiye) / 09.50-1010
© 09101030

4.0r. Ogr. Uyesi Naim BABUROGLU

Oturum Bagkant: (istanbul Aydin Universitesi,
Prof. Dr. Ece BABAN Turkiye) / 1010-10.30
(Istanbul Beykent Universitesi
lletisim Fakultesi Dekar) Soru-Cevap

© 10.301045

ARA

© 10451100

2. (E) Biyikelci Ulug OZULKER

Siber Giivenlik
Dog. Dr. Izabela KAPSA
(Kazimierz Wielki Universitesi, Polonya)
Contemporary Dilemmas of the Digital
State: Balancing Civic
Inclusiveness with the Right to Refrain
from Technology / 11.00-1110

2. Dr. Kamila SIERZPUTOWSKA
(Kazimierz Wielki Universitesi, Polonya)
Cybersecurity Threats as One of the
Challenges for the Eastern

Border of NATO in the Face of the

Russian - Ukrainian Conflict / 1110-11.20

ISTANBUL BEYKENT
UNIVERSITESI

LUSLARARASI

TERORIZM VE GUVENLIK
KONFERANSI
2.0TURUM 6. Dr. Sumanta BHATTACHARYA 8Dr.GiovanniERCOLANI ~ oCanDEMR
© 12004250 Bhavneet KAUR (Murcia Universites, Ispanya) {_?qidor_a Qé;gnqa Mili Savunma
eHEsc ] :(Dfmya DE;Js'Ila i Dgéal Kééynaklre:r(li The Emergence of Paranoid N’;’;?;Zﬁ:gﬁfmmaﬁm
oruma Birligi, Hindistan; Suresh Gyan  Security / 12.30-12.40 ; il
Dog. Dr: Asuman KUTLY Vihar Universitesi, Hindistan) | Cevrim Igi C;peraﬂons bl e tor
S c the Modus Operandi/ 14.00-1410

Oturum Baslig: Regulatory Framework and Policy 0 10. Dr. Federico PRIZZI
Yapay Zeka Implications for Implementation of © 1240-1250 '(Bagmsaz Arastrmacs italya)

Aland ML for Upgrading Economic OELE YEMEGI i

5.Dr. Chenghao SUN Sector in Banking and Trade — Key Leader Engagement, The Most

Aras. Gér. Xueyu ZHANG Sectors/ 12104220 © 12501345 Challenging Way in Warfighting to
(Tsinghua Universitesi, Gin Halk = Aoz Orcun OLTULL 3 OTiRing Influence Adversaries / 1410-14.20
Cumhuriyeti) | Cevrim ici paOrcun i oA it 11. Dog. Dr. Greg SIMONS

(Doktora Ogrencisi, Hacettepe © 14004500 e Universitesi L Daffodi
From Risk to Opportuniies: Universitesi, Ttirkiye) Oturum Baskan: (furbelUniversilesil stonye;
Addressing National Security 5 : . Uluslararasi Universitesi, Banglades)
Challenges of Open-Source Askeri Tam Otonom Silahlarda Doc DeKomalOLCAR Security Versus Insecurityina

I/ 1200-1210 Orantilitk ve Aynm Gézetme Sorunu: Oturum Bashgr: Transforming Global Order: The
Siahli Gatisma Hukuku Baglaminda Bir ~ Bilgi Operasyonlari !

inceleme / 12.2042.30
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3.Dr. Ogr. Uyesi Siikran ORUG
Aras. Gor. Ozlem GILDIRIM KOCABIYIK
(istanbul Beykent Universitesi, Turkiye)
Dijital Donugiimde Guvenlik Algisinin
Degisen Yiizu: Sber Guvenlik / 1.20-11.30
4. Elfadil ORSAD
(Bagmsiz Aragtirmact Misir) | Cevrim Igi
The Changing Architecture of Security:

The Role of Cyber Security and Artificial
Inteligence / 11.30-11.40

© 140150

ARA
© 11504200

12. Prof. Dr. Erdal ARSLAN

(Selouk Universitesi, Tarkiye)
Uluslararasi Terorizm ile Miicadelede
NATO'nun Rolii / 14.3014.40

Soru-Cevap
© 14.404450

ARA
@ 14504500
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4.0TURUM 14. Dog. Dr. ibrahim iRDEM Soru-Cevap 18.Dr.MarinaGLASER : Soru-Cevap
ot bl et E LS Dr. Murat UZUNPARMAK © 15401550 (Ulusal Aragtrma Universitesi, Ekonomi © 16.40-16.50
© 15001600 (Polis Akademisi Baskanigg, Tarkiye: ARA VCSEH D Ryl R el
Oturum Bagkant: igisleri Bakanlg, Ttirkiye) © 1550-16.00 Iﬂl}'%r;%e ag; tg;eBPec;:jgsgf:l SL(){r:gaﬁonal gﬁ;ﬁgﬁ
Dog. Dr. Kenan ORCANLI iber it ¥ avenli Intensity of Internal Terrorist Activity
ot Bashd fAIFn?:;;sslnlr?g Ert?(g‘ h%?os-%gg Yol 5.0TURUM During an External Conflict (Case of
urum Bashgr: N W Russia _Dugng the “Special Military

istihbarat 15. Dr. Ogr. Uyesi Lagin AKYIL On v Baskane Operation”) / 1610-16.20

(istanbul Arel Universitesi, Tiirkiye) e gl 19 Sunday Jacob AJOSE

13. Ar. Gor. Aybars 6ZTUNA Avrupa Birliginin Yeni Bir istinbarat Servisi Sl (Bagmsiz Arastrmaci, Nierya) | Gevrim ici

(Johns Hopkins Universitesi, ABD) Olusturmasinin Tarkiye-Avrupa Birlii Oturum Baghgr: Corruption and Violence in Nigeria:
Evaluating Chinese Naval lligkilerine Olas Etkileri/ 15.20-15.30 Giivenlikte Jeopolitik Tartigmalar A Critical Analysis / 16.20-16.30
Infrastructure Developmentsin the S i 17. Dog. Dr. Stanislav MYSICKA 20.Zarina M. LAZAROVA
South China Sea Through i o e e (Hradec Krélové Universies, (Oarenci, Rakovski Mili Savunma
Geospatial Intelligence / 1500510 = L Cek Cumhuriyeti) Universitesi, Bulgaristan) | Gevrim ici

Is‘glhba_\rq! ve Teknoloji: Yeni Kaynaklann The PRC Miltary Base in Djibouti The Changing Architecture of Security:

Yonetimi / 15.30-15.40 and China’s Growing Security Zangezur Corridor’s Economic

Presence in Africa / 16.00-1610 Importance / 16.30-16.40

ISTANBUL BEYKENT
UNIVERSITY

STHINTERNATIONAL

CONFERENGE ON
TERRORISM AND SEGURITY

FLOW

ion Title: 3. Asst. Prof. $iikran ORUG
OPENING REMARKS e e ) L SESSION Res. Asst. Ozlem GILDIRIM KOCABIVIK
O OCO R The Changing Architecture of Security ©® 1001150 (istanbul Beykent University, Tiirkiye)
~ 1.Prof. Christopher FARRANDS Session Moderator: Dijital Déniiglimde Givenlik Algisinin
Prof. Dr. Volkan ONGEL i e § i . = s Sl
(Rector, istanbul Beykent University) R oo S s theiged ;:S“C' Prof. Oke Evrim UYSAL Degisen Yiizii: Siber Givenlik / 11:2041.30
= - ssion Title: ”
s e Ak = 4. Elfadil ORSAD
Dr. Ogr. Uyesi Mustafa KARAH.GYUK 2. (Rt) Ambassador Ulug OZULKER Cyber Security (Independent Researcher, Egypt) | Online
(Conference Organizing Committee (Tirkiye) / 09.30-09.50
Chairman, Istanbul Beykent University) Lol Ml St 1. Assoc. Prof. Izabela KAPSA The Changing Architecture of Security:
3. Prof. Dr. Nuray EKSi (Kazimierz Wielki University, Poland) The Role of Cyber Security and Artificial
SPECIAL SESSION (Marmara University (Rt), Contemporary Dilemmas of the Intelligence / 11.30-11.40
e ——— Turkey) /09.50-1010 Digital State: Balancing Civic Q&A
© 0910-10.30 - = Inclusiveness with the Right to Refrain ® 140150
i 4. Asst. Prof. Naim BABUROGLU from Technology / 11.00-1110

Session Moderator: (istanbul Aydin University, Tairkiye) / SE BREAK
Prof. Dr. Ece BABAN 101040.30 2.Dr. Kamila SIERZPUTOWSKA @ 115012.00
(Dean, Faculty of Communication, (Kazimierz Wielki University, Poland)
Istanbul Beykent University) Q&A Cybersecurity Threats as One of the

© 10304045 Challenges for the Eastern

BREAK Border of NATO in the Face of the

© 1045100 Russian - Ukrainian Conflict / 1110-11.20
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4. KONUSMALAR VE SUNUMLAR / SPEECHES AND PRESENTATIONS

Konferans 13 Aralik 2024 giinii Acis Konusmasi, Ozel Oturum ve farkli konularda 5 oturum halinde
gerceklestirilmistir. Konferansin acis konusmalarini yapan Diizenleme Kurulu Baskan1 Dr. Ogr. Uyesi
Mustafa KARAHOYUK (Istanbul Beykent Universitesi Iktisadi ve Idari Bilimler Fakiiltesi Ogretim
Uyesi) konferansin amacina ve ge¢mis konferanslara deginmistir. istanbul Beykent Universitesi Rektor
Yardimcist Prof. Dr. Kazim SARI ise, siber giivenlik, ekonomik giivenlik, istihbarat ve bilgi
operasyonlarina dair konusmasini yapmustir.

Konferansin “Giivenligin Degisen Mimarisi” konulu 6zel oturumunda Istanbul Beykent Universitesi
Iletisim Fakiiltesi Dekan1 Prof. Dr. Ece BABAN baskanliginda Prof. Christopher FARRANDS
(Nottingham Trent University), Emekli Biiyiikelgi Ulug¢ OZULKER ve Prof. Dr. Nuray EKSI (Marmara
Universitesi) giincel giivenlik tartismalarina iliskin sunumlarini gerceklestirmislerdir.

Oturum basliklar1 ve moderatorler agsagidaki gibidir:

1- Siber Giivenlik — Dog. Dr. Ulke Evrim UYSAL

2- Yapay Zeka — Dog. Dr. Asuman KUTLU

3- Bilgi Operasyonlari — Dog. Dr. Kemal OLCAR

4- Tistihbarat — Dog. Dr. Kenan ORCANLI

5- Giivenlikte Jeopolitik Tartismalar — Dr. Ogr. Uyesi Bekir ASIK
&

The conference was held on December 13, 2024 with an Opening Speech, a Special Session and 5
sessions on different topics. The opening speech of the conference was made by the Head of the
Organizing Committee, Asst. Prof. Mustafa KARAHOYUK (Istanbul Beykent University, Faculty of
Economics and Administrative Sciences), who touched upon the purpose of the conference and previous
conferences. Istanbul Beykent University Vice Rector Prof. Dr. Kazim SARI made a speech on cyber
security, economic security, intelligence and information operations.

In the special session of the conference on the Changing Architecture of Security, Dean of Istanbul
Beykent University Faculty of Communication, Prof. Dr. Ece BABAN, Prof. Christopher Farrands
(Nottingham Trent University), retired Ambassador Ulu¢ OZULKER and Prof. Dr. Nuray EKSI
(Marmara University) made presentations on current security discussions.

The session titles and moderators were as follows:

1- Cyber Security — Assoc. Prof. Dr. Ulke Evrim UYSAL

2-  Artificial Intelligence — Assoc. Prof. Dr. Asuman KUTLU

3- Information Operations — Assoc. Prof. Dr. Kemal OLCAR
4- Intelligence — Assoc. Prof. Dr. Kenan ORCANLI

5- Geopolitical Arguments in Security — Asst. Prof. Bekir ASIK
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4.1. DAVETLILERIN SUNUMLARI/ PRESENTATIONS of the INVITEES

Konferansimizin agiliginda yapilan 6zel oturumda, diinya giindemini degerlendirmeleri i¢in davet edilen
konusmacilarimiz, Tirkiye’yi uluslararast alanda temsil etmekten ve Tiirkiye’nin giivenlik biirokrasisi
icin personel ve Ogrenci yetistiren kurumlarda yoneticilik yapmaktan kaynaklanan deneyimlerini
aktardilar. Bu bolimdeki metinler konusmacilarin sozlerinin metne aktarilmasi1 yontemiyle
hazirlanmistir.

&

In the special session held at the opening of our conference, our invited speakers, who were asked to
evaluate the world agenda, shared their experiences stemming from representing Tiirkiye
internationally and managing institutions that train personnel and students for Tiirkiye’s security
bureaucracy. The texts in this section have been prepared by transcribing the words of the speakers.

4.1.1. Christopher FARRANDS?

Recent discussion by Kruck and Weiss, Miigge and others has deployed the idea of the ‘regulatory
security state’ to try to make sense of the behaviour of governments and government regulatory bodies
faced with highly complex technologies and difficult relationships with very powerful technology
corporations. This paper begins by accepting that scholars need a new language to describe the
adaptation of the state to sophisticated technologies and the corporations which produce and manage
them, and finds some value in the concept of a ‘regulatory security state’. However, the paper also
identifies some important ways in which that concept is inadequate, including both a failure to recognise
the scope of change required by innovations (including but not limited to Artificial Intelligence), and a
failure to recognise the forms of both power and authority now increasingly exercised by leading
corporations. Most of those firms, but not all, are based in the US. How other state authorities manage
their relationships with big tech and with the speed of technological innovation may perhaps help to
identify questions that need to be examined more closely. Some work already exists on the US and on
the EU (which has some extensive legislation partly in place). Other cases may now be useful alongside
that work. This paper looks at three brief case studies: Canada, the United Kingdom and Australia, all
of which have made different government responses to these issues, and which have different regulatory
frameworks to build on. The paper concludes that while none of these might pass for a ‘model’, there
are useful policy lessons to take from the cases, as well as theoretical academic approaches which refine

the concept of the state in addressing complex technological change.

2 Professor, FRSA, FRAI, Nothingam Trent University, United Kingdom.
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4.1.2. Ulu¢ OZULKER?

Sevgi ve saygiyla hepinizi selamliyorum. Hos geldiniz! Bu arada, bu konuyla ilgili olarak birkag s6z
edebilme firsat1 vermis oldugunuz i¢in tesekkiir etmekteyim. Simdi, sdyle diyelim. Evvela size basit bir
sey anlatarak yola ¢ikmak istiyorum. 8 yil evvel bana bir ricada bulundular, “bir kitap yaz”, dediler. Ben
de “Kiiresel Diizende Oyun Devam Ediyor” isimli bir kitap yazdim. Aslinda bu kitap 300-350 sayfa...
O da tam smirda. Neden? Ciinkii yaz yaz bitmiyor. O kadar ¢ok sey var ki sdyleyecek. Bugiin burada
anlatacaklarimi, baktim ki 8 y1l evvel zaten biitiin hagsmetiyle yazmigim. Simdi, bugiin, dolayisiyla bunu
paylasmak istiyorum her seyden Onemlisi. Ama kitapta yazilmis olan seyler, bugiin hepsi gergek
olmustur. Ben 8 y1l evvel, 14 degisik alanda, diinyanin farkli bir boyuta erismis sorunlarla kars1 karsiya
yasamakta oldugunu, orada deliller vererek vesaire yazmigim. Simdi kendi kendime, “Bugiin acaba buna
ilave ne olabilir, ne olmayabilir?” diye diisiiniirken; bunlarin zaten oldugunu ve olmasinin diinyada yakin
gelecekte beklendigine dair gelismeleri her gegen giin biraz daha fazla yasadigimizi gérmekteyim.

Uziileyim mi, sevineyim mi? Onun ikilemi i¢ine girdim.

Evvela ¢ok basit sekliyle bir tarif yapmak lazim. Simdi biz oturuyoruz ve giivenlik diyoruz. Evde yangin
cikmasin diye neler yapilabilecegi hususunda diisiindiigiimiizde, o da bir giivenliktir. Bugiin Suriye
meselesi mesela, Tiirkiye’miz i¢in bash basina bir giivenliktir. Ama diinya ¢apinda bakildig1 zaman,
Ozetleyerek sizinle paylagacagim. Biitiin bu konularla, hepsi, birer giivenlik sorunu haline gelip 6niimiize
konulmus durumdadir. Buradaki en 6nemli faktor, oradan baglayayim... Bir. Dilerseniz soyle yapalim.
Ben, bu kitab1 yazarken de ayni1 seylerle karsilastim. Normal sartlarda, biz kimiz? Homo sapiens(iz). Biz
insanlarin, asag1 yukari 70 bin ila 150 bin y1l arasinda bu diinyada bir varligimiz var. Simdi, gecenlerde
bir yabanci toplantida tartisiliyor. Kesifler yapiliyor ve bu kesifler, bir tanesi 12 bin yil, 6biirii 5 bin
vesaire, boyle gidiyor. Soru suydu: Eger biz 70 bin yildan beri var olan Homo sapiens isek, peki o 70
bin y1l ile bugiin arasinda, 12 bin yila kadar iniyoruz. O zaman nasil oldu? Bir sey oldu herhalde orada.
Oldu da bizim higbir seyden haberimiz yok. Ciinkii Atlantis diyoruz, o diyoruz, bu diyoruz. Simdi, sonug
itibartyla burada ¢ok 6nemli bir faktor var. Zannediyorum diinya, her haliikarda bu krizlerle kars1 karsiya
kaldi. Basindan beri insanoglu, evvela bir seyler yapiyor, gelisiyor, en iist diizeye ¢ikiyor. Daha sonra

doga ya bizi yok ediyor ya da biz kendi kendimizi yok ediyoruz.

Bugiin giivenlik dediginiz zaman halihazirda kars1 karsiya bulundugumuz en 6nemli sorunlardan bir
tanesi, niikleer baglik sahibi basat gii¢lerin bu diinyada birbirini tehdit ederek neyin sonunu getirecekler
hususunu, sabahtan aksama kadar iglemekte oluslaridir. E peki, ben size yasanmis bir olay olarak
bahsedeyim. Ondan sonra da sirasiyla hemen sdyleyecegim. Cok basit bir sey daha var. Normal
kosullarda, insanoglu dyle veya boyle, zannediyorum kendi kendini aldatmakla zamanini gegiren ve

egoizmi dolayisiyla da yok olma noktasina gelmis olabilecek kadar da acimasiz bir yapida. Hani, bana

3 Biiyiikelgi (E) / Ambassador (Ret), Tiirkiye.
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dediler ki ¢ok biiyiik bir ihtimalle ge¢gmiste de evvela ¢ok biiylik bir sey oluyor. Ya deprem oluyor, ya
bir afetle karsilasiyoruz. Ve ondan sonra afet olmasa da kendi kendimizi baska sekilde, bir hegemonya
kavgas1 i¢inde kendi kendimizi yok ediyoruz. Ve diinya, neticede ayakta kalabilenlerin devam
edebilecegi bir ortam i¢cinde devam ediyor. 21. ylizyil, normal sartlarda, eger bu ortaya konmus teori
gercek ise, bugiin 21. yiizyil, insanoglunun gercek anlamda kendi kendini yok etmeye veya yok etmese
bile doga kosullarin1 yok etmesi suretiyle, en basit sekliyle hepimizi yok edebilecek bir konuma gelmesi

seklinde gelisen bir suret i¢ine girmis bulunuyor.

Ikinci bir tartisma konusu da yine yurt diginda bir toplantida dile getirildi. Hristiyan aleminin %401,
artik inanmadigin ifade etmeye baglamis. Miisliiman diinyasinda ise bu oran %19 su siralar. Yani, sizin
din ve inan¢ dediginiz seyler, biitiin bu gelismelerle birlikte risk altina giriyor veya en azindan darbe
yiyor. Peki, burada birkag¢ sual sordular mesela. Cevabini kimse bilmiyor. Sizlerle paylasarak nerelerde
sikintimiz var, ni¢in bir felakete dogru biraz da kendimiz isteyerek kendimizi mahvetme noktasina
gidiyoruz, devam edeyim. Mesela ortaya atilan iki tane sorun vardi. Cok ilging... Din faktoriiniin
diinyadaki yeri. Clinkii bu 6zellikle terorle miicadele dedigimiz sey, diinyay1 mahvediyoruz. Burada da
uzatmayayim, hepimiz biliyoruz ne oldugunu. Ama burada sdylenen bir sey var. Tevrat tek bir tanedir,
3 bin yillik bir gegmisi var. Eger 70 bin geriden gelen Homo sapiense, o zaman demek ki geri kalanlarin
hepsi cehennemde mi yaniyor diye sordular. Kendimizi cehenneme atmak i¢in hazir olarak o kapinin
oniinde bekliyoruz demek ki. Ikincisi, yani Rusya sabahtan aksama kadar tehdit ediyor. Ben niikleer
silah1 kullanirsam eger... Boyle bir sey olabilir mi? Diinyada 9 iilkede halihazirda niikleer baslik var.
Bunlardan besi Giivenlik Konseyi iiyeleri. Diinyaya hakimler... Israil var. 1974’te Fransizlara
verdirtti... E simdi bunlara ilave olarak bir de Kuzey Kore ile 9 tane var. Su veya bu sekilde niikleer bir
catisma ¢ikacak olursa, 15 bin 500 civarinda diinyada baslik var. Bunlardan %90’ma yakimi ABD ve
Rusya’nin elindedir. Simdi, su sual soruldu toplantida. Farzzmuhal kullandi. E sen de yok olacaksin.
Yani netice itibariyla diinyada, bir baskasina zarar verirken kendini de bu zarardan kurtarmiyorsun ki.
Ya blof yapiyorsun... Efendim, halihazirda basat giiglerin diinyasidir bu. Diger hepsinin elinde boyle
imkanlar1 olmadig1 i¢in bdyle tehditler karsisinda uyum saglamaya mecbur kaliyorlar. Yani boyle bir
zihniyet... Dolayisiyla 21. yiizyil giivenligimiz agisindan altindan kalkamayacagimiz olaylar zinciri
icerisinde negatif bir sona dogru gidiyor. Dolayisiyla ben size satir bas1 hdlinde séyleyecegim. Sorunuz

olursa tabii ayrintilarina da girerim.

1. Kiiresel Isinma. Peki, kiiresel 1sinmanin sebebi nedir? Cok basit... Biz. Netice itibariyla evvela ozon
tabakasini perisan ettik. Arkasindan da genisleme ve gelisme perspektifi hedefiyle, hani, medeniyetimizi
daha iyi yere tasiyoruz diye, diinyay1 da yasanamaz bir yer haline getiriverdik. Bugiin de ¢6llesme
kuzeye dogru doludizgin gidiyor. Kiiresellesmenin {i¢ boyutu var. Birincisi, biz kendi 6zkaynaklarimiz
yok ederek burada ciddi bir giivenlik sorunu yaratiyoruz. Yapilan bir arastirma var. Macar bir profesor,

ilk defa bunu bir rapor halinde yazdi ve AB’ye sundu. 2030 yilindan itibaren diinya, pek ¢ok yerde ciddi
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bir su sorunuyla kars1 karsiya kalacak. Bu arada Orta Dogu’da bundan istisnai degildir. 2030 yilmdan
itibaren, hani, bugiin hep beraber iste perisan olduk, Suriye vesaire diyoruz, 2030 yilindan itibaren Orta
Dogu’da Tiirkiye’'mizin de disinda kalamayacagi bir ¢atisma ortaminin su yiiziinden yasanacagini
savunuyorlar. Yani diinya toplumu, bir anlamda, susuzluga itilecek. Bu kapsamda, kiiresel 1sinmay1 da

bunun tabiiyetiyle bir parcasi olarak diisiinmek lazim.

2. Hem bolge, hem gelir diizeyi agisindan diinyada dengesizligin ¢ok iist diizeylere ¢ikmis olmasi. Yani
bir tarafta kisi bagina 50 bin dolar gelirle kendisini zararda ve fakirlesme siirecinde géren bir ABD, diger
tarafta glinde 1 dolar1 bile bulamadan yasamaya calisan iilkeler... Etiyopya’da da yine bu var. Dehset
verici bir sey... Yani, oradaki insanlar yasiyor mu, yasamiyor mu? Bu diinyadan mi, degil mi? Belli
degil. Bir tek rakam vereyim size: 850 milyon cocuk, geng vesaire su sirada aclik simirinda. Oliimle bas
basa bulunuyorlar diinyada. BM ¢ok basit bir hesaplama yapmisti. Bundan 10 yil evvel yayimlandi.
Bunun sonradan bagimiza gelecegini de gorerek... Diyor ki her y1l 27 milyar dolar sayesinde diinyada
acliktan 6liim vesaire, falan, bunlar miistesna héle gelecektir. ABD Savunma Bakanlhiginin bu yilki
biitcesi, eski biitcesi, 868 milyar dolardir. Bunun &tesinde de bu kaynak, Israil vesaire bunlara verilen
paralarla birlikte 1 trilyon 250 milyar dolar... Yani Tiirkiye Cumhuriyeti’mizin gayrisafi yurt i¢i hasilasi
itibartyla, bu yil ulagtigini -parantez igerisinde soylilyorum- ileri siirmiis oldugumuz gayrisafi yurt igi
hasilamizin biitiinii, ABD’nin 2024 savunma biit¢cesine denktir. Simdi burada, 850 milyon insan 6liirken
biz insanlar1 belki daha kolay 6ldiiriip de say1y1 azaltalim falan diye herhalde bir felsefeyi takip ederek
diinyada inanilmaz bir giivenlik sorununu hep beraber islemekteyiz. Dolayisiyla bunun en biiyiik
faktorlerinden biri de ekonomidir. Buradaki dengesizlikler, diinya ¢apinda hepimiz i¢in son derece

vahimdir.

3. Toplumlar arasinda gelismislik ve gelismelerden yararlanma farkinin artmasi. Biraz once yapay zeka
anlatildi. Sizin o yapay zeka dediginiz sey, aslinda diinya ¢apinda kendisini muhtesem, ¢ok zeki, baska
tiirlii goren Amerika’da yasayan birtakim insanlarin hi¢ umursamaz bir sekilde diinyay: bir felakete
stiriikleme karar1 almalarindan ibarettir. Yapay zeka, sonug itibariyla sizin yarattiginiz ama sonugta da
doniip dolasip sizin aklimizin yerine gegerek sizi yonlendirecek bir felaketin habercisidir. O zaman ne
oluyor? Iste, filmlerde devamli islendi. Bambaska bir diinyaya gidecegiz, en giizel tarifini de bunun
biliyorsunuz Orwell yapmustir; 1984 diye bir kitabi1 var. Doludizgin, hep beraber oraya gidiyoruz ve
bundan da fevkalade miistefitiz: Oh! Ne giizel, ne giizel... Ama sunu da ben sdyliiyorum buradan;
diinyada halihazirda ¢ok ciddi bi¢imde bir degisim var. O da su, ¢ok satir bas1 haline geldi, sdyleyecegim
zaman dolayisiyla. Normal olarak Bati1 diinyasi, ABD 6zellikle, 80 yildir basat gii¢ olarak bu diinyada
hiikiim siirdii. Her sey onun iizerine bina edilmistir. Hilen bizim yasam standartlarimiz, onlarin Ikinci
Diinya Savasi’'ndan sonra empoze edilmis Bretton Woods Sistemi’ne dayanir. Bu, altindan
kalkamadigimiz, ¢ok agir sonuglart olan gelismenin adidir. Peki, ne degisiyor? Degisen bir sey var. Bu

diinyada, somiirge ¢agi bitti. 19. yiizyilda somiirge ¢agina girdik ve su anda somiirge ¢agi bitti. Ama
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bununla birlikte, ayn1 zamanda diinyaya bugiine kadar topyektin hakim olan bu iilkeler de zayiflamaya
basladilar. Burada ikiye boliinliyor esas itibariyla bu zayiflama. Bir tanesi, Avrasya boyutu ortaya
cikiyor. Avrasya boyutu, Varsova Pakti’nin yerini almistir ve halihazirda biliyorsunuz, Rusya, Cin ve
Kuzey Kore de bir iiclii ittifak kurdular ayrica. Hindistan ve Iran’1 da aldilar buradaki sistemin igine.
Bugiin diinya, Bat1 ile Dogu arasindaki bir ¢atigmadan gegiyor ve bu ¢atismada da Bati diinyasi, bugiine
kadar alisilageldigi “iistiin 1rk™ yaklagimini siirdiiriiyor. Tiirkiye’yi de onun i¢in sevmezler belki disarida.
Ciinkii biat etmeyi pek beceremeyen bir iilkeyiz, her ne hikmetse. Bu kosullar altinda diinya, yeni bir
giivenlik sorunuyla kars1 karsiya. Kitalararasi bir ¢atisma var. Bu kitalarda da bir tanesi diktatorliikler
diinyasi, Avrasya; digeri de s6ziim ona demokrasilerden olusuyor ama o demokrasi dostlar basina!
Halihazirda Fransa’da neler oldugunu biliyorsunuz, Almanya’da irk¢ilik nereye gitti. Italya perisan. ..
Amerika da Trump’la birlikte yakinda herhilde yeni ¢atigmalarla ilgilenecek. I¢ sisteminde de birtakim
catlaklar falan olacagi da bekleniyor. Onun icin Bati, geriliyor. O zaman ne oluyor? Bati, gerileme
politikasin1 yenebilmek igin, ayakta kalabilmek igin savas ¢ikartmaya ydneliyor efendim. Iste size,
buyrun, bir olay daha: Savas. Biden’1n biitiin politikalari, Amerikan hegemonyasinda bir savas ¢ikararak
Cin gibi kendisine rakip olabilecek iilkelere diz ¢oktiirme politikasidir. Simdi Trump gelince farkli m1

olacak? Olmayacagindan da ben size her tiirli garantiyi veririm.

4. Ezilmislik ve magduriyet duygusunun giiclenerek tepkisellesmesi. Simdi, biitiin bu anlattiklarimin bir
pargast zaten bu. Birtakim insanlar orada kendi zenginliklerini kaybetmemek i¢in, s6ziim ona
kaybetmemek icin, hep baskalarin1 yok ediyorlar. Bir Fransiz dostumla bir giin konusuyoruz Paris’te.
“Yahu bu kadar ¢irpiniyorsunuz, bir seyler yapmak i¢in, aslinda bizim zihniyetimiz nedir, bilir misin?”
dedi. Anlat bakalim, &grenelim. “Iki metre derinliginde bir havuz diisiin,” dedi. “Biz, iki kisiyi alip suya
batiriyoruz havuzda, otuz saniyede bir de disariya ¢ikariyoruz, nefes aldiriyoruz ve tekrar batirtyoruz.
Ama biz hep disarida yasiyoruz. Biz bu aliskanlik i¢inde bugiine kadar geldik. Ama simdi birileri baska
taraftan, bu yanlis yahu, olmaz, deyip ayagimiza basmaya basladilar. Nasil kurtulacagimizi da
bilmiyoruz, biz igeride birbirimizi yemeye basladik,” dedi. Bunlar aslinda dogrudan dogruya giivenlikle

alakalidir; ezilmislik ve magduriyet duygusunun gii¢lenerek tepkisellesmesi.

5. Cevresel ve sosyal sorunlar. Kirlenme, go¢ ve teror, tabiatiyla buna bagli olarak... Hani gé¢ diyoruz
ya, Nostradamus, biliyorsunuz o biiyiik kahin, onun 1914 yilinda bitiyor kehaneti. Ondan sonrasini kitap
olarak herhalde yazamamis. Orada ¢ok net sOyledigi bir sey var; diinyay1 yok edecek olan Dogu-Bati
ekseninde, dzellikle sar1 irkin gergeklestirecegi gogtiir, diyor. Bugiin Tiirkiye’miz de jeopolitik konumu
itibariyla bunun diginda kalamayacak kadar hassas bir noktada oturmaktadir. Yani, bir de bu tabiatiyla
kimse Onleyemez. Merkel kitabinda yaziyor, “Gittim, kandirdim Tiirkleri; 6 milyar avrolarini da
vermedim”, Yarisi geldi, yaris1 gelmedi. Sen de batiyorsun. Dolayisiyla beni batirdigin zaman benle

birlikte sen de gidiyorsun.
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6. Kiiresellesme. Ekonomik krizler ve basat iilkelerin sadece kendi menfaatlerini ve bekalarini diisiinerek
aldiklar1 6nlemlerle diinyay1 olumsuz etkilemeleri... Anlatmaya bile gerek yok. Amerika, ya Rab bana,
hep bana! Politika bu. Obiir tarafta AB ayaktayds, simdi AB gitti. Hi¢ endise etmeyin. Simdi AB ¢ziildii.
Macar bagbakan da gelecek. O da Rusya’ya gidiyor mesela, bu arada. Ilging... AB, bizi almadi ama
simdi, halihazirda bizden de vazgecemiyorlar. Ciinkii bizden vazgegti mi burada, hudutlarimiz1 agtigimiz
giin, Avrupa bitti! Ama AB, bugiinkii kosullar itibariyla bir ticaret ortakligidir. Bunun &tesi de “Avrupa
Birligi” yoniinden bir hayaldir ve bitmistir. Netice itibartyla hicbir sey de yapamazlar buna karsi.
Teferruatina girmeyeyim ama AB; 16 milyar avro, o noktalara kadar gelen ve Amerika ile es deger bir
zenginligi olan bir grup olarak siyaseten ABD’nin yerine gecemedi. Hak ettigi ya da diislindiigii noktay1
yakalayamadi, o yok. Ama bunun 6tesine, bir ekonomik birligin 6tesine de gidemiyor. Orada ciddi

sikintilart var. Devamli krizler igerisine giriyorlar.

7. lletisim araglarmin kontrol edilemezligi. Mesela, en basit sekliyle su telefon, degil mi? Burada
otururken birisi 1srarla aramaya devam ediyor. Ama bunun &tesinde baska bir sey daha var: Bizi esir
almis vaziyettedir biitiin bu iletisim vasitalari. Oturup da bu dogru mudur, yanhs midir; bunlar hig
diisiindiigiimiiz yok. Bendeniz o kadar merakli degilim telefona. Ama benim torunlar dahi beni otuza,
kirka katladilar, ben ne yapsam biikemiyorum. Burada yapay zeka falan iste, bu konular, teferruatina

birakalim.

8. Fosil yakitlarin kirleticiligi, niikleer enerjinin yayilmasi, kontrol disina ¢ikmasi Oykiisiinde
teroristlerce de kullanilabilmesi dahil yarattigi biiylik risk. Pakistan’in elinde niikleer baglik wvar.
Pakistan, kendi giivenligi itibariyla kayitta, her seyi kontrol altinda tutabilen bir lilke midir? Hasa! Yok.
Orada ikide bir ayaklaniyorlar, ¢arpistyorlar vesaire. Ezkaza oradaki niikleer silahlar1 ele gecirmis
olsalar, onu da Hindistan’1 vurmak i¢in diyelim ki kullanmaya basladilar. Diinya savas1 ¢ikar. Yani,
oturup da bir Pakistan i¢in diinyanin birbirine girmesi... Pakistan, benim tabii can cigerim ama oradaki
kosullarla birlikte miitalaa ettigimde c¢ok dikkatli ve aymi zamanda c¢ok kontrol altinda tutularak

ylirinmesi gereken bir ortamu var.

9. Uluslararas1 orgiitlenmenin, hukukun yaptirim giiciine sahip olmamasi. Giigliiniin kendi ¢ikar ve
kurallarina gore mesruiyet olusturma kavgasi... Amerika, hep basat gii¢ olarak hakli. Israil’i o destekler.
Yapma yahu... Yani Israil, orada bir soykirim olusturmus, Amerika diyor ki yapabilir, haklidir. Peki, ey
Amerika, sen kimsin yahu? Ge¢misin de senin hig tertemiz bir sayfa degil. Oturup da beni “yapmadigim”
bir seyle suglarken Ermeni vesaire diye; sen git, evvela Kizilderililerden baglamak iizere yedi siilale yok
ettin. Ama ben oturup da bunu séyledigim zaman benim karsima ¢ikiyorsun. Simdi dolayisiyla diinyada
“Ben giiglitylim, dolayisiyla hakliyim,” zihniyetiyle gittigin zaman, ge¢mis olsun 21. yiizyil. Hukuk
falan da yok hig, bakmayin. Uluslararasi hukuk dediginiz sey... O konuda benim ihtisasim var. Bir

biiylikel¢i olarak da mecbursunuz zaten. Ama uluslararasi hukukta bakiyorum, mesela, efendim,
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Netanyahu yakalanirsa ne olurmus. Tiirkiye Cumhuriyeti olarak biz, Sudan’daki Saym Bagkan’i,
Tiirkiye’de alay-1 vala ile ¢agirip agirladik. Hatirliyorsunuz, degil mi? O da neydi? Su iinlii ceza
mahkemesi var ya Roma’da, onun, tutuklanmas1 ve yargilanmasi i¢in karar almis oldugu kisiydi. O da
Oyleydi. Biz Tiirkiye olarak dahi “Ben o mahkemenin iiyesi de degilim,” dedik ve onu buraya davet
ettik. Netanyahu’yu hi¢ kimse yakalayamaz, merak etmeyin. Ama orada, gostermelik olarak yapmis

goziikiiyor.

10. Dini ve etnik faktorlerin yayilmasi. Hem kendi i¢lerinde hem diinya ¢apinda ¢ekisme ve catigsmalara

yol agmasi...

11. Vekélet savast yoluyla tasarenolara havale edilmek suretiyle bolgesel ihtilaflarin yayginlagmasi.
Bunun adina da vekéalet savasi diyoruz biz. Simdi Amerika ile Rusya kapissalar, diinya savasi baslar.
Ama ne yapar, Amerika da Rusya da kendi vekalet verecegi kimlerse, bunlar1 egitir. Bugiin Suriye falan
diyoruz veya orada iste PKK imis, yok suymus, buymus... ABD, “Ben DAES ile -ki ISID aslinda o da-
miicadele etmek iizere bunu egittim”. Yalan... Bastan asagiya yalan... Kendileri de ISID’den beter.
Diinyada hangi iilkeye el atsaniz, diinya ¢apinda bakiyorum, bir ates topu halinde savas var. Diinya
savasiyor bugiin. Ama Amerika ile Rusya, Ukrayna’y1 giinah kegisi olarak kullanip onlar {izerinden
savastyor, kars1 karsiya gelmiyor. Obiir tarafta Cin, Tayvan’a, bilmem neye gidiyor, olmuyor. Vekalet
savaslar1 yoluyla aslinda Ugiincii Diinya Savasi’ni, ne zamandan beri, 1990-1991°den beri baslatmis
bulunmaktadirlar. 90-91°den kasit nedir? Gorbacov orada Perestroyka ve Glasnost ortaya atti.
Arkasindan kendileri ¢coktii ve diinya bir yere gitti. Fukuyama diye bir yazar vardir, biliyorsunuz. O bir
kitap yazdi. O kitapta; kiiresellesen diinyada bir tek gii¢ vardir, o da Amerika’dir ve liberal kapitalizm
de bunun temelidir, dedi. 15 y1l sonra da “Cok biiylik hata yapmisim, 6ziir diliyorum herkesten,” diye
bir ikinci kitap daha yazmak mecburiyetinde kaldi. Ciimleye bakar misiniz? Yahu bunun adi, biitiin

diinyay1 kendi hegemonyasi altinda sémiirmektir. Bir somiirti diizenidir.

12. Mikro milliyetgiligin tesviki, yerlesik ulus devlet ve hudut kavramlarinin idamesinin giderek
zorlagmasi. Bugiin bunu, biitiin hagsmetiyle Suriye’de yasamaktayiz. Suriye’de, ABD iicte birine hakim

pozisyondadir ve Tiirkiye diyor ki toprak biitiinliigiinii esas alan bir ¢6ziim pesindeyiz.

13. Kisinin mahremiyetinin kalmamasi. Bilgi ve belgelere, resmi ve gayriresmi yollardan kolaylikla

miidahalede bulunulabilmesi.

14. Teknoloji. 21. yiizyilda bir teknoloji diinyasina girdik biz artik. Yani bugiine kadar, 19. yiizyil bir
somiirge ¢agiydi. Birinci Diinya Savasi’nda diinya lizerinde 1 milyar niifus vardi. Halihazirda 7,5 milyar

nifusumuz var.
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4.1.3. Nuray EKSI*

Saym Rektdr Yardimcim, Sayin Biiyiikelcim, kiymetli katilimcilar... Benim size bugiin sunacagim
konu; gog, hibrit savas ve giivenlik. Ozellikle de Tiirkiye’nin bizzat kendisini giivenlik riskinin icine
atmak i¢in nasil ¢cabaladigini, yani giivenlik 6nemlerini alip kendisini korumasi gerekirken nasil bizzat

bu riskin igerisine kendisini attigin1 ve bu konuda yaptig1 hukuki hatalar agiklamaya calisacagim.

Simdi, hem Avrupa Birligi’nin (AB) hem de NATO’nun stratejik raporlarinda gdciin, hem hibrit bir
savag oldugu hem de ulusal, bolgesel ve uluslararasi bir giivenlik meselesi oldugu acik ve net bir sekilde
ifade ediliyor. Ustelik 1970’te UNDP yani Uluslararas1 Kalkinma Programi, Birlesmis Milletler’e (BM)
bagli bir organ olan bu birimin yapmis oldugu 6zel bir ¢calisma var. Tiirkiye’de, heniiz daha bu konular
konusulmazken; gevresel faktorler sebebiyle iklim gogiiniin, bir iklim miiltecisi yaratacagini ve bu iklim
miiltecilerinin de aymi sekilde ulusal, bolgesel ve uluslararasi giivenlik riski yaratacagini ifade etmis

bulunuyor.

Simdi, bizim iginde bulundugumuz cografi alana baktigimz zaman, bir yandan Irak’ta, Iran’da,
Suriye’de olan gelismeler... Biraz daha eskiye gidin. Eski Yugoslavya I¢ Savasi sirasindaki
gelismeler... Biraz daha eskiye gitti§iniz zaman Iran’daki devrimden dolay1 Tiirkiye’ye gelen 1-2
milyon insan oldugunu, arkasindan 1991°de Belarus’ta imzalanan Sovyet Sosyalist Cumhuriyetler
Birligi’nin (SSCB) dagilmasina iliskin anlasma cergevesinde Tiirkiye, zaten hep bir gogiin hedefi haline

gelmistir.

Yine Ikinci Diinya Savasi sirasinda Hitlerden kaganlar, Museviler de, yine Tiirkiye'ye gelmistir.
Bunlardan bin tanesi Atatiirk’iin 6zel bir mektubu ile kabul edilmis, bu bin akademisyen Tiirkiye’nin
cesitli iiniversitelerinde ¢alismistir. Ozellikle de 1956 Tiirk Ticaret Kanunun yapicist da Prof. Dr.

Hirsch’dir, Almanya’dan kagan ve Tiirkiye’ye siginan bir Yahudiydi.

Simdi, Tirkiye’nin cografi alaninda, yani bakiyorsunuz. Bulgaristan’da baskidan kagan 350 bin kisi
1989 yilinda Tiirkiye’ye geliyor. Arkasindan eski Yugoslavya savasi ve i¢ savasi sirasinda yaklasik 60
bin kisi Tiirkiye’ye gelmistir. Simdi her zaman Tiirkiye bir go¢ ¢ekim merkezi olarak karsimiza ¢ikiyor.
Su anda Tiirkiye, Afrika iilkelerinden baslayan bir iklim gogiiniin hedefi haline gelmistir. Peki, Tirkiye

bu kadar gog¢ii kaldirabilecek mi? Kaldiramayacagini zaten hepimiz goriiyoruz ve hepimiz de biliyoruz.

Tiirkiye’nin i¢inde bulundugu konumunun gogte hedef olmak zorunlulugunu icerde tetikleyen son
derece yanlis, hukuka aykiri uygulamalar var. Bir 6rnekle baslayalim. O zaman Tiirkiye’nin ne kadar

ulusal giivenligini 6n planda tuttuguna, arkasindan da ne kadar yanlis politikalar uyguladigina gecelim.

4 Prof. Dr., Marmara Universitesi (E) / Professor, Marmara University (Ret), Tiirkiye.
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Yil 1991... Saddam rejiminden kagmak iizere 500 bin Pesmerge, Tiirkiye’ye dogru yonelmisti. Tiirkiye
ise BM’yi de harekete gecirerek smirlarim1 kapatti. Bu gelen dalgay: Tiirkiye siirlar igerisine

almayacagini ama Irak sinirinda bunlari tutacagini BM’ye bildirdi.

Fransa ve Iran’m da destegiyle beraber Tiirkiye smirindan iceri girmeden ama Irak topraklarinda bir
tampon bdlge, bir glivenlik bolgesi yani bir ugusa yasak bolge ilan edildi. Gelenler o kesimde tutuldular.
Bir kismi da zamanla Tiirkiye i¢ine girmeyi basardi. Bir kism1 ise Avrupa iilkelerine gitmeyi basardi
ama c¢ogu 2 yillik siirecin sonunda biraz da zor sartlarda yasadiklari i¢in iilkelerine, yani kendi

ayrildiklar1 daha dogrusu Irak’in i¢ kisimlarina dogru gitmek durumunda kaldilar.

Ama 2011’e gelindigi zaman Tiirkiye’nin ¢ok farkli bir politika uyguladigini, en basta yine bizim bir ya
kirmizigizgimiz var. Biz en fazla Suriye’den 100 bin kisi aliriz, diyen dis islerinin ve iktidarin birden
bire bir acik politika denilen ve aslinda acik sinir politikasi denilen politika uyguladigini goriiyoruz.
Ama aslinda bu bir politikasizliktir. Clinkii bir tilkenin egemenliginin ve giiciiniin basarisi, sinirlanirinin
korunmasindan geger. Biz sinirlarimizi koruyabiliyor muyuz? Ozellikle dogu sinirlarimizi koruyabiliyor
muyuz? Hayir. Peki, Tiirkiye, bir bakiyorsunuz ki yani Idlib’deki El Kaide, Irak ve Sam Islam Devleti
(ISID/DAES), Heyet Tahrir es-Sam (HTS)... Bunlarin hepsi zaten uluslararasi raporlarda, BM Giivenlik
Konseyi kararlarinda terdrist orgiitler ve kisiler olarak yer aliyorlar. HTS, BM Giivenlik Konseyinin
kararinda; Amerika Birlesik Devletleri’nin (ABD) aldig1 ayr1 kararda; Kanada, Avusturalya ve AB’nin

aldig1 kararlarda bir terdrist orgiit olarak aniliyor ve Colani de terérist kisiler listesinde yer aliyor.

Tiirkiye, BM’nin iiyesi oldugu i¢in BM Giivenlik Konseyinin aldig karar, Tiirkiye’yi de bagliyor. O
ylizden Tiirkiye de bunlari terdrist orgiit ve kisiler olarak kabul ediyor. Ama bakin, diinyadaki menfaat
dengesi degisince... Diin G7 Zirvesi’nde, G7 ilkeleri dediler ki, “biz Suriye’deki biitiin farkli etnik
kokenden olanlari, farkli dinden olanlar1 kucaklayan; insan haklarina ve 6zellikle de kadin haklarina
riayet eden; Suriye’nin iiniter yapisina, toprak biitiinliigline, bagimmsizligina ve kendi halkinin kendi
kaderini tercih etmesine inanan ve bunun i¢in adim atan bir yonetim olursa bunun yanindayiz”. Yani ne
oldu? Diiniin teroristi olarak kabul edilen grup ya da kisiler, diger iilkelerin basina 6diil koydugu kisiler,

bugiin farkli bir ¢ehreye sahip olmus durumdalar.

Gilinlimiizde, artik boyle iki devletin diizenli ordusu arasinda yiiriitiilen savaslar ¢ok nadir... Biz Rusya-
Ukrayna 6rneginde de gordiik ki farkli savas yontemleri kullaniliyor. Ozellikle de bizim yabanci terdrist
savagel olarak adlandirdigimiz veya vekélet savagi yiiriiten gruplar, gerillalar olarak adlandirilan ¢ok
farkli gruplarin farkli ¢ikarlar dogrultusunda bu iilkelerde kullanildigina sahit olduk. Suriye, bunun yine
en tipik Orneklerinden bir tanesi olarak karsimiza cikiyor. Hibrit savasta go¢ nasil bir arag olarak
kullaniltyor? Gog, belirli bir politika dogrultusunda zayif olan iilkeye yonlendiriliyor. Bu {ilke de bu

yoOnlendirilen gog sayisini kaldiracak durumda olmadigi igin kendi i¢inde etnik birtakim gruplar arasinda
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catigmalar oldugundan, ekonomik sorunlari oldugundan, riigvet ve yolsuzluk had sathada oldugundan,
kamu kurumlar ¢okmiis veya islevsiz hale getirilmis oldugundan, zaten iilke hasass, bir de

kaldiramayacagi bir gé¢ dalgasi ile yok edilebiliyor.

Simdi, Suriye I¢ Savasi’yla ilgili Amerikali bir yazarin hazirladig1 rapora gore, 1500 civarinda farkli
terdr Orgiitliniin kendi menfaatleri dogrultusunda hareket ettigi belirtilmistir. Suriye giiclii bir devlet
olsaydi, bu kadar terdr orgiitiiniin yuvalandig: bir {ilke olabilir miydi? Kendi i¢inde bu dis giigler ile is
birligi yapan is birlik¢ileri olmasaydi, elbette bu aktdrlerin orda olmas1 miimkiin degildi. Ayni1 zamanda
Suriye icerisindeki bu farkli mezhep ve farkli etnik kdkene yonelik kagimalar da bu dagilmanin ve bu
ulusal biitiinliigiin olmamasinin yarattig1 sorunlarla toprak biitiinliigiiniin ortadan kalkmasina sebebiyet

vermistir.

Simdi, aslinda uluslararast hukuk bize yasa dis1 go¢ ile basa ¢ikabilmemiz i¢in birgok ara¢ vermis. Nedir
bu araglar? Higbir devlet, kendi simirlarin1 yabancilara agmak zorunda degil. Ornegin, Tiirkiye’den bir
profesér Amerika’ya gidiyor. iktisat profesorii, 10 yillik vizesi var ve Amerika onu igeri almiyor. Her
seyi diizgiin olmasina ragmen ve geri ¢eviriyor. Simdi, bundan dolay1 o devleti sorumlu tutamryorsunuz.
Ciinkii bir devlet, kimlerin kendi iilkesine girecegini kendisi belirler. Sunu devlet yapamaz; kendi
vatandasi devlet sinirina giriyorsa, ben sizi iceri almiyorum, diyemez. Kendi vatandagi terdrist olsa
bile... Simdi bizim hicbir sekilde sinirimiz1 agmak ya da yabanci uyruklu Suriyelileri Tiirkiye’ye almak
gibi bir yilikiimliiliigiimiiz s6z konusu olmamasina ragmen, iiziilerek belirtirim ki baz1 hukukgular da
bunun igerisinde, Tirkiye’nin bdyle bir yiikiimliliginin oldugunu soyliiyorlar. Bdyle bir

yukiimliiliigliniin olmadigin biitiin yabanci literatiir ve uluslararasi anlagmalar zaten gosteriyor.

Ikincisi, Tiirkiye, vize konusunda 6zellikle de 2011 yilindan beri inanilmaz bir esneklik icerisinde.
Bakiyorsunuz ki kabileler arasinda savasin oldugu Afrika iilkelerinden ve yine Orta Dogu {ilkelerinden
Tirkiye’ye vize muafiyeti ile gelinmesine, 30 giinliik, 60 gilnliikk, 90 giinliik vize muafiyeti ile
gelinmesine izin veriliyor. Zaten vize muafiyeti gelen bir daha Tiirkiye’den de ayrilmiyor. Cok enteresan
bir sey daha var. Tiirkiye 12-15 yastan kiiciik olanlarla 55 yas ve lizeri olan Irak, Cezayir ve Libya
vatandaslarin1 Tirkiye’ye vizesiz aliyor. Nedir bunun amaci? Bunu defalarca giindeme getirmis
olmamiza ragmen ki 12 yas ve 15 yastan kii¢iik demek bakima muhtag ve kamuya ciddi yiik getirecek
bunlar... 55 yas ustiinde olan kisi de muhtemelen calisma giicli daha zayif olanlar. Peki, nedir bunun
amac1? Bu Resmi Gazete’de yayimlandigi zaman da anlagilmasi miimkiin olmayan, neyin hedeflendigi

bilinmeyen bir durum olarak karsimiza ¢ikiyor.

Simdi, demek ki vize konusunda, vizelerin Tiirk Konsoloslugundan alinmasi konusunda bir esneklik s6z
konusu. Bu esnekligin getirilmesi ve bazi iilkelerin vatandasina yani i¢ savas olan, parali askerlerin

oldugu, cocuk askerlerin kullanildig1 birgok Afrika {ilkesinden Tiirkiye’ye yonelik bu gog¢ dalgalarina
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miisaade ediliyor. Buna kars1 Tiirkiye’ye giris yasag1 konulabilir. Koyuluyor da. Simdi, giris yasagi olan
bu kisinin bir bakiyorsunuz ki Cumhurbagkani ile randevusu ¢ikiyor. Ancak Tiirkiye’ye girisi yasak.
Bunun ulusal giivenlik ve kamu diizenine aykiri bir durumu var, diye ulusal giivenlik agisindan
Tiirkiye’ye girisi yasak ama siyasilerle randavusu olabiliyor. Bir bagka husus, Tiirkiye’ye giris yasagi
koyuyor bizim yetkili bakanlar ama idare mahkemesi diyor ki bu raporlarla konulan iilkeye giris
yasaklarin1 ben dikkate almam. Almak zorunda ¢iinkii anayasamizin 125’inci maddesinde der ki
“Idarenin yerine gecerek idare mahkemesi karar veremez.” Tiirkiye’nin ulusal giivenligini dikkate almak

acisindan bu kural1 da yine dikkate almasi1 gerekiyor idare mahkemesinin.

Tiirkiye’de sinir kontolii var m1? Gergcekten de hepimiz goriiyoruz ki batida hem deniz hem de kara
yoluyla Bulgaristan’a, Yunanistan’a gegciste inanilmaz bir kontrol var. Ama Tirkiye, Dogu ve
Giineydogu Anadolu simirlarinda énemli 6lgiide, 6zellikle de Suriye ve Iran sinirma duvar drmesine
ragmen, duvarlarin {istiine dikenli tel ¢cekilmesine ragmen, birtakim manyetik ekipmanlarla donatmasina
ragmen, su anda ilk 10 ay igerisinde Tiirkiye’ye giren yasa dis1 gdbgmen sayisi 216 bindir. Arkadaslar,
216 kisi demiyorum. 216 bin, resm1 kayitlara gore ama bu yasa dis1 gécte yakalanamayan sayisini zaten
bilmiyoruz. 216 bin kisi Tiirkiye’ye yasa dis1 giriyorsa ve bunlarin ne oldugu bilinmiyorsa... Yani
nereden, hangi kimlikle, bir su¢ 6rgiitii mensubu mu? Bu kadar terér orgiitiiniin kol gezdigi iilkelerden,
ozellikle de Afganistan’dan yonelen bu yasa dis1 gog, nasil oluyor da durdurulamiyor? Bu da ayr1 bir
mesele olarak karsimiza cikiyor. Bir diger husus AB {iyesi iilkeler, Kanada, Avusturalya gogii kendi
sinirlar1 disinda durduruyor. Ornegin, Afrika iilkeleri ile anlasma yapiyor. Niye kendi gemisini agik
denizde gogii durdurmak i¢in kullanmiyor? Ciinkii siz agik denizde bir geminizi kullanip, 6rnegin sahil
giivenligi kullanip, orada go¢ii engelleyeyim derken 6liime sebebiyet verirseniz uluslararasi hukuka gore

sorumlusunuz.

Ne yapiyor Avrupa iilkeleri? Baska iilkelerin askerini veya polisini, sahil giivenligini ya da idari
birimlerini sinirlarda, denizlerde kullanarak gocii bizzat kendi orda engellemeye calistyor. Ornegin,
AB’nin Frontex diye bir giicii var. Bu gii¢, acik denizlerde ve diger devletlerin kara sulari igerisinde
gemiye bir personel gonderiyor ama o gemi ya bir Afrika iilkesinin ya da baska bir iilkenin... Ornegin,
Libya’nin gemisi ve orada géc¢ii manevra yapip hava sahasindan helikopterle, denizden de gemilerle
engellerken insanlarin hayatim kaybetmesine sebebiyet verdigi zaman sorumlu kendisi olmuyor.
Boylece uluslararasi hukukta herhangi bir yasa dis1 is de yapmiyor goriintiisii kazanarak, baska iilkelerle
yasa dis1 bir bicimde engelliyor. Kendi {ilkesine gelen yasa dis1 gdgmenleri, Nauru gibi daha bir¢ok ada
tilkesinin yani sira Uganda, Ruanda gibi lilkelere gondererek onlari buralarda tutuyor. Ama zaten bu
tilkelerin hem ekonomik hem politik sikintilar1 hem de i¢ kargasalari, kabileler arasi savaslari oldugu
icin buralara giden yasa disi go¢menler de bu {lilkelerde kesinlikle kalmak istemiyorlar. Gogiin
digsallagtirilmasi veya kiigiik ada devletlerine yonlendirilmesi gogilin offshoring yapilmasi, bu AB tiyesi

iilkeler de dahil, uygulanan bir yontem olarak karsimiza ¢ikiyor.

26



Biz peki, ne yapiyoruz? Az once dedim ya maalesef son yillarda, 6zellikle de Tiirkiye’nin ulusal,
bolgesel riske atilmas1 s6z konusu ama iceriden de biz buna nasil bir destek veriyoruz? Birincisi, Tiirkiye
sinirlarin1 koruyamiyor. Bunu az 6nce de sOyledim. Biitiin bu son yapilanlara ragmen Afganistan’dan
Tiirkiye’ye yonelen ciddi bir go¢ var. Uluslararas1 hukuka gore bir Afganistan vatandasi once Iran’a
gidiyor ve Iran’dan Tiirkiye’ye geldigi icin biz kesinlikle Afganlar Tiirkiye’ye almamaliyiz. Bizim
kendi i¢ mevzuatimiz bunu bize yasakliyor. Taraf oldugumuz uluslararasi anlagmalar da bunu bize
yasakliyor. Neden? Ciinkii Iran’a ayak bastiklar1 zaman Iran onlar icin ilk iltica iilkesi, giivenli {iglincii
iilkedir. Giivenli iiciincii iltica tilkesinden gelen yabancilar1 Tiirkiye kabul etmek zorunda degil. Bir diger
husus, milyonlarca yabanci Tiirkiye’de yasa dis1 olarak ¢alistyor. Su anda Tiirkiye’de, Calisma ve Sosyal
Giivenlik Bakanliginin 2023 verilerine gore, 407 bin yabanci ¢alisma izni bagvurusu yapmistir. Sadece

329 bini kabul edilmis durumda.

Peki, gerisi? Demek ki Tiirkiye’de milyonlarca yabanci yasa disi1 ¢alistyor ve bunlarin ¢alisma izni yok.
Bunlar, Tirkiye agisindan nasil bir giivenlik zafiyeti yaratiyor? Ciinkii ¢alisma iznini alirken belirli
belgeler sunmalar1 gerekiyor ve inceleme yapiliyor. Oysaki bu, su anda miimkiin degil. Suriyeliler,
Tiirkiye’de tasinmaz mal edinemez. Bu durum 1929 ve arkasindan 1939 ve 1966 yillarda alinan
kararlarca yasaklanmis durumda. Neden? Once Suriye, toprak reformu ad altinda Tiirk vatandaslarinin
tasinmaz malina herhangi bir bedel 6demeksizin el koymustur. Bizim de 1926-1927 yilinda yiiriirliige
giren 6zel bir kanunumuz var. 1062 sayili Kanun, bu kanun, iilkelerinde Tiirk vatandaslarinin mal
varligina el koyan devletlerin vatandaslarinin Tiirkiye’deki mal varligina el koyulmasi i¢in misilleme
yapma yetkisini veriyor. Biz de Suriyelilerin, Tiirkiye’deki mal varligina el koyduk. 2009-2011 yilinda
Esad-Erdogan goriismesinde, bu iki devlette kalan her bir devletin vatandasinin emlakimin akibeti
konusulmus ve neredeyse ¢oziime ulastirilirken Suriye krizi patlak vermistir. Misilleme kararlar
yiirtirlikteyken hala Suriyelilerin Tiirkiye’de tasinmaz nasil aldigmi benim aklim almiyor. Hukuka
aykiridir. Bu alinan ve verilen tapularin derhal iptal edilmesi gerekiyor. Suriye vatandaslar Tiirkiye’de,
Tiirk vatandasligini kazanamaz. Bunu, ben séylemiyorum. Bizim 5901 sayili Kanun’umuz ve bunun
uygulama yonetmeligi sOylityor. Ne diyor bunlar? Diyor ki yabanciy1 Tiirk vatandagligina alirken bir
giivenlik sorusturmasi yapacaksin. Peki, Tiirkiye 2013 yilinda Suriye ile olan diplomatik iligkisini
kesmisti. Simdi, dolayistyla da Tiirkiye’de bulunan bir Suriyeli ki Suriyelilerin neredeyse %95’inin
kayitlar1 ve gegici koruma kimlik belgeleri beyanlari {izerine diizenlendi. Yani benim annem su, babam
su, surada dogdum, su kadar ¢ocugum var... Kendileri dedi ve bizim yetkililer de ona gore kayit yapti.
Siz kendi beyani lizerine kaydi olan, kendi iilkesinde sug islemis mi islememis mi bilmediginiz bir kisiyi
nasil vatandagliga alirsimiz? Ciinkii bizim vatandaghk kanunu emrediyor. Hangi yabanciyr Tiirk
vatandashigma alacaksan, giivenlik sorusturmasmi yapacaksim. Ikincisi, niye almamaz? Ozel bir
diizenleme var bizim vatandaglik kanunu uygulama yonetmeliginde. Eger bir kisi Tiirkiye’de iltica

statiisiinde bulunuyorsa asla vatandagliga alinmaz. Dolayisiyla sen nasil oluyor da binlerce, yliz binlerce
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Suriyeliye vatandaslik veriyorsun? Sayilar da siirekli degisiyor. Icisleri Bakan1 bir aciklamasinda, 328
diyor. Bir hafta sonra 150 bin, yani arada bir ucurum da var. Bir diger husus, Tiirkiye ile AB arasinda
Geri Kabul Anlagmasi yapildi. Bu anlagma, hukuken heniiz yiiriirlikte degil. Dolayisiyla heniiz
yiirtirliikte olmayan bir anlagmaya istinaden biz hala AB iiyesi lilkelerden yasa dis1 gd¢menleri geri
altyoruz. Bu anlagma yiiriirliikte olmadigina gore, ¢iinkii anlasmanin hukuken yiiriirliige girebilmesi i¢in
yapilmasi gereken prosediirler var, teknik detayina girmeyecegim, bu prosediirler tamamlanmamig
durumda. Dolayisiyla da bu durumda biz, bu geri kabul anlagsmasini isletemeyiz. Bu da hukuka aykiri.
Pakistan ile geri kabul anlagsmasi yaptik ama niye Pakistan ile geri kabul anlasmasi isletip de
Tiirkiye’de bulunan Pakistanlilar1 kendi iilkelerine geri gondermiyoruz? Bu da ayr1 bir konu. Yemen ile
biz geri kabul anlagmas1 yaptik. Yemen, radikal gruplarin oldugu bir iilke ve biliyorsunuz i¢ ¢atismalari
da var. Bu anlagmanin yiiriirliige girebilmesi icin Cumhurbagkan1 tarafindan onaylanmasi gerekiyor.
2017°de imzaladik ama aradan gegen uzun zamana ragmen niye bu anlasma onaylanmiyor? Son olarak
Tiirkiye, (2024-2028) 12. Kalkinma Plani’nda yasa dig1 gocii engelleyecegini ve bunun i¢in sayilar
seffaf bir sekilde acgilayacagini belirtiyor. Ama soyle diyeyim, yasa dis1 gocii engellemek icin biz idari
kapasitemizi artiracagiz. Tiirkiye’nin en biiyiik kurumu Gég¢ Idaresi Baskanligidir ve binlerce personeli
ile 81 ildeki yapilanmasi hicbir bakanlikta yok. Polis ve jandarma da yine go¢ alaninda katkida
bulunuyor. Biitiin bu birikimle bu yapiyla sen, yasa dis1 gogii engelleyemiyorsan, 500-600 personel
istthdam ederek zaten engelleyemezsin. Tiirkiye’nin bu yasa dist yapmis oldugu islemler ulusal

giivenligimizi, bolgesel giivenligimizi ve uluslararas1 giivenligi de riske atiyor.
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4.2. KATILIMCILARIN SUNUMLARI / PRESENTATION of the PARTICIPANTS

Katilimci sunumlari, oturumlara ve afisteki siraya gore asagida sunulmustur.
&

Participant presentations are presented below according to the sessions and the order in the poster.

4.2.1. 1zabela KAPSA®: Contemporary Dilemmas of the Digital State: Balancing Civic Inclusiveness
with the Right to Refrain from Technology

As governments increasingly adopt digital technologies to streamline services, improve governance, and
engage citizens, the concept of the digital state has emerged as a cornerstone of modern administration.
Artificial Intelligence (AI) and other digital tools offer significant opportunities for civic inclusiveness
by enhancing access to public services, improving transparency, and facilitating participatory
governance. However, the growing dependence on these technologies raises important dilemmas
surrounding individual rights, particularly the right to refrain from using technology. This paper explores
the delicate balance between fostering civic inclusiveness through technology and respecting

individuals’ autonomy to opt out of digital engagement.

Digital tools have profoundly transformed the way citizens interact with the state, enhancing efficiency,
accessibility, and inclusiveness in governance and public services. These advancements are particularly
advantageous for marginalized groups, such as individuals with disabilities or those residing in remote
areas, who face unique challenges in accessing traditional government services. Accessible digital
platforms, incorporating features such as screen readers, text-to-speech applications, and keyboard
navigation, play a crucial role in fostering digital inclusiveness for individuals with disabilities (Jaeger
& Bertot, 2010; Raja, 2016; Almufareh et al., 2024). Similarly, the digitalization of public services
reduces geographic barriers for rural populations, enabling them to engage in civic activities and access
essential social services without the need for physical travel (Naldi et al., 2015; Lan & Peng, 2018;
Meyn, 2020).

Al-driven platforms further enhance the user experience by delivering personalized and context-
sensitive services. For example, Al technologies can optimize healthcare delivery, streamline access to
public information, and automate routine administrative tasks, enabling governments to address citizens’
specific needs efficiently (Kathuria & Rana, 2023; Carayannis et al., 2024; Dilip et al., 2025).
Furthermore, e-governance initiatives, such as online voting systems and digital public forums, simplify
traditionally complex processes like voting and civic consultations, promoting higher levels of

participation and engagement in democratic practices (Hacker & van Dijk, 2000; Zissis & Lekkas, 2011;

3 Assoc. Prof. Dr. hab., Kazimierz Wielki University, Bydgoszcz (Poland), Faculty of Political Sciences and Administration,
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Baxter, 2017; Khatun et al., 2017; Musial-Karg & Kapsa, 2019; Kapsa, 2021).

Digital tools have significantly transformed the interaction between citizens and the state, enhancing
efficiency, accessibility, and inclusivity. This transformation has led to the development of the digital
state, a concept that integrates technology into public administration to better serve citizens. Legal
frameworks at both national and European levels have been instrumental in guiding this evolution,
ensuring that digital services are developed to promote broad citizen participation in the technological
revolution. At the European level, the Digital Services Act (DSA) establishes clear rules for online
platforms, aiming to create a safer digital space by protecting users’ rights and fostering innovation. This
regulation enhances transparency and accountability, ensuring that digital services operate fairly and
inclusively across the EU. Complementing the DSA, the European Declaration on Digital Rights and
Principles (2022) underscores the EU’s commitment to an inclusive, fair, safe, and sustainable digital
transformation. This declaration defines citizens’ rights in the digital space, emphasizing the importance
of accessibility and participation for all individuals, including those who may be hesitant or unable to
engage with technology. Nationally, particular states have implemented various initiatives to improve

the accessibility of digital public services.

These legal frameworks and initiatives aim to bridge the digital divide, ensuring that all citizens,
including marginalized groups and those in remote areas, are included in the technological revolution.
By promoting digital literacy, enhancing accessibility, and safeguarding individual rights, governments
strive to balance the advancement of digital services with the autonomy of individuals who may choose
to refrain from digital engagement. However, challenges remain in ensuring that the rapid digitalization
of public services does not inadvertently exclude those who are unwilling or unable to participate in
digital interactions. Ongoing efforts are necessary to provide alternative access points and support

systems, ensuring that the transition to a digital state is truly inclusive and respects individual choices.

Many strategic documents and government actions demonstrate concern for digitally excluded citizens,
including the elderly, women, and individuals lacking digital skills. The evolution of strategic goals is
evident, shifting focus from mere access to technology, as emphasized in initiatives like eEurope 2002,
toward ensuring availability and security, encompassing aspects such as personal data protection and
cybersecurity, as outlined in the General Data Protection Regulation (GDPR) and the 2030 Digital
Compass. However, there is a notable lack of attention toward citizens who intentionally choose not to
engage with digital state resources, often due to a lack of trust in digital solutions. To address this, some
countries have implemented hybrid solutions, offering public services through both analog and digital
means (e. g. the city of Winterthur in Switzerland and WinLab — a hybrid platform that combines digital
and analog interactions to engage residents in smart city initiatives). Additionally, efforts are underway
to increase trust in the digital state, aiming to boost participation in its resources (Pdysti, 2018).

Implementing opt-in clauses, as described in the ePrivacy Directive, could also enhance user autonomy

30



and data protection. Article 5(3) of the directive mandates that users must provide informed consent
(opt-in) before any information is stored or accessed on their devices, such as through cookies, unless
the cookie is strictly necessary for the service requested by the user. Additionally, users must be given
the option to withdraw their consent (opt-out) at any time, ensuring they maintain control over their

personal data and privacy (Ranchordés, 2022).

These measures aim to balance the advancement of digital services with the autonomy of individuals
who may choose to refrain from digital engagement, ensuring that the transition to a digital state is
inclusive and respects individual choices. However, there remains no clear resolution on how to
reconcile the dilemma of further developing the digital state while upholding citizens’ rights to abstain
from technology use. Ongoing discussions emphasize the need for inclusive digital strategies that respect
individual choices and ensure equitable access to public services, regardless of one’s willingness to
engage digitally. Addressing these challenges requires a nuanced approach that balances technological
advancement with respect for individual autonomy. Legal frameworks must be adaptable, ensuring that
digital services are accessible and inclusive without becoming obligatory. Moreover, ethical guidelines
should govern the use of Al and data collection to protect privacy and prevent unwarranted surveillance.
By considering these factors, governments can foster a digital state that upholds both innovation and

individual rights.

Even many international organizations supports governments in digitally transforming their public
services, advocating for accessible and co-created digital service solutions built on inclusive, user-centric
and equitable digital public infrastructure ensuring that all citizens, including those who may be reluctant
to engage digitally, have access to public services (EU, OECD, UN), there remains a pressing need to
develop digital strategies that respect individual choices, protect fundamental rights, and ensure
equitable access to public services, thereby fostering a digital state that balances innovation with
individual autonomy. As the digital state expands, concerns regarding the right to refrain from
technology grow. Many individuals, whether due to privacy concerns, lack of access, or personal
preference, may wish to opt out of digital systems. The question of how governments can ensure that

those who choose not to use technology are not excluded remains open.

Keywords: Civic Inclusiveness, Digital Autonomy, Digital State, Right to Refrain from Technology,

Technological Abstention
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4.2.2. Kamila SIERZPUTOWSKAS: Cybersecurity Threats as one of the Challenges for NATO
in the Face Of The Russian - Ukrainian War

The Russian-Ukrainian conflict has significantly highlighted the strategic importance of cybersecurity
for NATO’s eastern flank. Cyberattacks have emerged as a critical element in Russia’s hybrid warfare
strategy, posing threats not only to Ukraine but also to NATO member states in Eastern Europe,
including Poland, Estonia, and Lithuania. These attacks, often targeting critical infrastructure,
government institutions, and key economic sectors, have amplified vulnerabilities across the region,
challenging the stability and security of the alliance. The increasing sophistication and frequency of such
cyber operations necessitate a multifaceted response from NATO, emphasizing the development of

cyber resilience, enhanced cooperation among member states, and improved awareness of cyber threats.

Russia’s long-standing use of cyber tools as instruments of destabilization has become a defining
characteristic of its engagement in the hybrid warfare domain. Cyberattacks are employed to disrupt
essential services, gather sensitive information, and spread misinformation, ultimately undermining the
sovereignty and governance of targeted states. In NATO’s eastern region, these attacks not only
destabilize individual nations but also strain collective defense mechanisms, challenging the alliance’s
ability to respond cohesively. In particular, critical infrastructure such as energy grids, transportation
systems, and communication networks has become focal points of malicious cyber activities. The
targeting of these assets demonstrates the interdependence of digital and physical domains, underscoring

the urgency for NATO to adapt its security architecture to address these emerging threats effectively.

The Eastern European NATO member states, being geographically closer to the conflict and often
directly in Russia’s sphere of influence, bear the brunt of these cyber operations. Poland, Estonia, and
Lithuania have reported a surge in cyber incidents since the onset of the Russian-Ukrainian conflict
(Microsoft Digital Defense Report, 2024). These attacks have ranged from Distributed Denial of Service
(DDoS) campaigns to more sophisticated and coordinated efforts to breach sensitive systems. The
operational and economic costs of these cyber intrusions are substantial, disrupting services and eroding
public trust in government and private sector institutions. Furthermore, the psychological impact of
persistent cyber threats adds to the overarching goals of hybrid warfare by fostering a climate of

uncertainty and fear.

In response to these challenges, NATO has recognized the critical need to bolster its cyber capabilities
and has taken steps to integrate cyberspace into its broader defense strategy. One of the key aspects of
this effort is enhancing the cyber resilience of member states. This involves not only fortifying the
technical infrastructure but also fostering a culture of cyber vigilance and preparedness. By promoting

the adoption of robust cybersecurity standards and encouraging the development of national cyber

¢ Dr., Kazimierza Wielkie University in Bydgoszcz, Poland.
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defense strategies, NATO aims to reduce vulnerabilities and improve the overall capacity of member

states to withstand and recover from cyberattacks.

Strengthening cooperation among NATO members is another cornerstone of the alliance’s approach to
countering cyber threats. The inherently transnational nature of cyberspace demands a coordinated
response that transcends national borders. NATO has emphasized the importance of information sharing,
joint exercises, and collaborative frameworks to improve situational awareness and readiness. Initiatives
such as the NATO Cooperative Cyber Defence Centre of Excellence (CCDCOE), based in Estonia, have
become instrumental in facilitating research, training, and collaboration in the field of cybersecurity.
These efforts underscore NATO’s commitment to building a collective defense posture that integrates

cyber capabilities as a fundamental element of its operations.

Another critical component of NATOQO’s strategy is raising awareness of cyber threats and fostering a
deeper understanding of the evolving nature of cyber warfare (Pernik, 2022, p. 60-63). This involves
educating policymakers, military personnel, and the general public about the risks associated with
cyberattacks and the measures needed to mitigate them. Public awareness campaigns, workshops, and
strategic communications are employed to counter misinformation and build resilience against
psychological and informational aspects of hybrid warfare. By fostering a well-informed and vigilant
society, NATO aims to reduce the effectiveness of cyberattacks as tools of destabilization (Bindt et al,
2017, p. 11-16; Dyner, 2023, p. 1-2; Miron&Thornton, 2022, p. 117-121; Miron&Thornton, 2024; p. 2-
22).

The Russian-Ukrainian conflict has also underscored the importance of integrating cyber defense into
NATO’s broader security framework. Cyberspace is now widely recognized as the fifth domain of
warfare, alongside land, sea, air, and space. This paradigm shift requires NATO to treat cyber operations
as an integral component of its military planning and decision-making processes (RAND, 2019). The
alliance has begun to incorporate cyber scenarios into its joint exercises and war games, ensuring that
member states are prepared to respond effectively to cyber contingencies. Moreover, NATO’s focus on
deterrence extends to the cyber domain, with efforts to communicate the alliance’s capabilities and

resolve to potential adversaries.

Despite these advancements, significant challenges remain in addressing cyber threats in the context of
hybrid warfare. One of the primary difficulties lies in attributing cyberattacks to specific actors with a
high degree of confidence (Smeets, 2023, p. 1343-1362; Liebetrau 2022, p. 136-138; Vicic&Harknet,
2024, p. 901-910;). The anonymity afforded by cyberspace enables adversaries to obscure their
identities, complicating the task of holding perpetrators accountable. This lack of clear attribution can
hinder NATO’s ability to respond decisively and may embolden malicious actors to continue their
activities with impunity. To address this issue, NATO is investing in advanced threat intelligence

capabilities and fostering closer cooperation with private sector partners, who often possess critical

33



insights into cyber threats.

Another challenge is the rapid pace of technological change, which continuously alters the landscape of
cyber warfare. Emerging technologies such as artificial intelligence, quantum computing, and the
Internet of Things (IoT) present both opportunities and risks for NATO’s cybersecurity efforts. While
these technologies offer new tools for defense and resilience, they also expand the attack surface and
create vulnerabilities that adversaries can exploit. NATO must remain agile and forward-looking,

ensuring that its cyber strategy evolves in tandem with technological advancements.

The ongoing Russian-Ukrainian conflict serves as a stark reminder of the evolving nature of modern
warfare and the central role of cyber operations within it. For NATO, the lessons learned from this
conflict extend beyond the immediate challenges posed by Russia’s cyber activities. They underscore
the broader need to adapt to a world where the boundaries between physical and digital threats are
increasingly blurred. By prioritizing cyber resilience, fostering cooperation, and embracing innovation,

NATO can strengthen its collective security in the face of emerging hybrid threats.

In conclusion, the Russian-Ukrainian conflict has brought cybersecurity to the forefront of NATO’s
strategic agenda, highlighting its critical importance for the alliance’s eastern flank. The increasing
frequency and sophistication of cyberattacks in the region demand a comprehensive and coordinated
response that integrates cyberspace into NATO’s defense framework. By enhancing resilience, fostering
collaboration, and raising awareness, NATO can effectively counter the cyber threats posed by hybrid
warfare and safeguard the security of its member states. The lessons learned from this conflict will
undoubtedly shape the alliance’s approach to cybersecurity in the years to come, ensuring that it remains

prepared to address the challenges of an increasingly interconnected and contested world.

Keywords: Cybersecurity, NATO, Cyberspace, Cyberstability, Cyber War

4.2.3. Siikran ORUC’ & Ozlem CILDIRIM KOCABIYIK?®: Dijital Déniisiimde Giivenlik Algisinin
Degisen Yiizii: Siber Giivenlik

Dijital teknolojilerin hizla gelismesi ve internet kullaniminin yayginlagsmasiyla dijital doniisiim, tiim

alanlarda kendini gostermeye baslamistir. Dijital doniisiim, yeni firsatlar ve degerler yaratirken

bireylerin yasamlarinda 6nemli degisikliklere yol agmakta ve sosyal yapilar dijital teknolojilerle

giiclendirmektedir (Bozkurt vd., 2021, s. 40). Ozellikle internet iizerinden gergeklestirilen islemler ve

dijitallesen hizmetler, bireylerin kisisel bilgilerini ve dijital varliklarin1 daha 6nce hi¢ olmadig1 kadar
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riske atmaktadir. Bu durum, siber giivenligin 6nemini her gecen giin artirmaktadir. Siber giivenlik, siber
alani, orgiitleri ve bireyleri korumak icin kullanilan bir dizi politika, arag, kavram ve teknolojilerle

tanimlanir (Akt., Pavlova, 2020, s. 242).

Giiniimiiz dijital diinyasinda, bireylerin glivenlik tehditlerine kars1 farkindalik sahibi olmalar, kisisel
giivenliklerini saglamalar1 agisindan kritik bir rol oynamaktadir. Bu noktada, dijital diinyada yetisen
“dijital yerliler” olarak da nitelendirilen Z Kusagi, zamanlarinin biiyiik kismini dijital platformlarda
geciren ve medya ortaminda olgunlasan bir nesil olarak siber giivenlik tehditlerine kars1 diger kusaklara
gore daha fazla risk altindadir (Glimiis, 2020, s. 385; Nair ve Sadasivan, 2019, s. 44). Dolayistyla bu
kusagin dijital giivenlik konusundaki farkindalik diizeyinin bireysel, organizasyonel ve toplumsal
giivenlik agisindan biiylik 6neme sahip oldugu diisiiniilmektedir. Ancak ilgili yazin incelendiginde, Z
Kusagi’nin siber giivenlik farkindali§i ve davranislar {izerine yiiriitiilen arastirmalarin sinirli oldugu
goriilmektedir (Yigit ve Seferoglu, 2019; Erdal vd., 2023). Ayrica siber giivenlik konusunda yapilan
calismalarin genel anlamda teknolojiyi nasil kullandiklar1 tizerine odaklandigi, buna karsin tehdit
algilamalari gibi konular1 g6z ard ettigi dikkat gekmektedir (Saeed vd., 2023; Pavlova, 2020; Karakaya
ve Yetgin, 2020; Unal ve Ergen, 2018). Bu baglamda arastirma, Z Kusagi’nin siber giivenlik farkindalik
diizeylerini belirlemeyi ve bu farkindaligin cesitli demografik ozelliklere gore nasil farklilastigini
incelemeyi amaglamaktadir. Ayrica dijital diinyada daha giivenli bir gelecek i¢in gerekli adimlarin

atilmasina 151k tutmay1 hedeflemektedir.

Arastirmada nicel arastirma yaklagimi benimsenmis ve alan arastirmasi deseni kullanilmigtir. Veriler,
Erol vd. (2015) tarafindan gelistirilen “Kisisel Siber Giivenligi Saglama Olgegi” ve katilimcilarin
demografik bilgilerini (cinsiyet, sinif, online alisveris yapma durumu, yas, haftalik internet kullanma
siiresi, giinliik ortalama sosyal medya kullanma sikligy, kisisel siber giivenligi saglama bilgi ve becerilere
sahip olma durumu, egitim goriilen boliim ve siber saldirtya maruz kalma durumu) igeren anket
araciligryla toplanmustir. Olgek; kisisel gizliligi koruma, giivenilmeyenden kaginma, dnlem alma, ddeme
bilgilerini koruma ve iz birakmama olmak iizere 5 boyuttan olusmakta olup 25 maddeden olusan 5’li
Likert tipi bir 6lgek kullanilmistir. Arastirmanin evreni Istanbul’daki bir vakif iiniversitesinin iktisadi ve
Idari Bilimler Fakiiltesinde 6grenim goren 2764 dgrenci olup veriler, kolayda 6rnekleme yontemiyle 400

ogrenciden yiiz ylize goriiserek toplanmis ve 338 gecerli anket verisi analizlere esas olusturmustur.

Veri analizi i¢in SPSS 27 ve AMOS istatistik programlart kullanilmistir. Toplanan veriler, frekans
analizi, dogrulayici faktor analizi, giivenilirlik analizi, tanimlayici istatistik, bagimsiz drneklem t testi ve
tek yonlii varyans analizi (ANOVA) ile analiz edilmistir. Gruplar arasindaki farklilasmalar Post-Hoc
Testi (Tukey) ile degerlendirilmis ve tiim analizlerde anlamlilik diizeyi 0,05 olarak kabul edilmistir.
Verilerin normalligi, carpiklik (skewness) ve basiklik (kurtosis) degerleri hesaplanarak incelenmis,
sonuglar -1,488 ile 1,481 arasinda bulunmus ve bu degerler kabul edilebilir sinirlar i¢inde oldugu igin

verilerin normal dagilim gosterdigi varsayilmistir (Tabachnick ve Fidell, 2012). Verilerin analizine
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baglamadan once On analizler yapilmis ve veriler analiz i¢in hazir héle getirilmistir. Ardindan
Dogrulayici Faktor Analizi (DFA) ile dlcegin yap1 gecerliligi test edilmistir ve elde edilen uyum iyiligi
degerlerinin iyi ve kabul edilebilir seviyelerde oldugu (x*/df: 1,441; GFI: 0,919; CFI: 0,967; AGFI:
0,901; RMR: 0,079; RMSEA: 0,036) tespit edilmistir (Meydan ve Sesen, 2015; Karagoz, 2019: 133).
Olgegin giivenilirligi ise Cronbach’s Alpha (a) katsayis1 hesaplanarak test edilmistir. Kisisel Siber
Giivenligi Saglama Olgegi icin Cronbach’s Alpha degeri 0,809; Kisisel Gizliligi Koruma boyutu igin
0,829; Giivenilmeyenden Kacinma boyutu icin 0,921; Onlem Alma boyutu i¢in, 0,875; Odeme
Bilgilerini Koruma boyutu igin 0,919 ve Iz Birakmama boyutu igin 0,720 olarak hesaplanmistir. Bu
anlamda 6l¢egin geneli ile boyutlarina iliskin elde edilmis olan 0,70 ve iizeri Cronbach’s Alpha degerleri,
Olcegin geneli ile boyutlarinin yeterli sayilabilecek Olciide giivenilir olduguna isaret etmektedir

(Nunnally, 1978).
Z Kusagi’nin Kisisel Siber Giivenlik Farkindalig

Arastirma kapsaminda 6ncelikle Z Kusagi’nin kisisel siber glivenligi saglama genel ortalamas1 x=3,7857
olarak bulunmustur. Boyutlar acisindan incelendiginde ise “kisisel gizliligi koruma” i¢in X=3,6905;
“giivenilmeyenden kacinma” i¢in x=4,0392; “6nlem alma” i¢in x=3,6041; “6deme bilgilerini koruma”
icin Xx=4,2500 ve son olarak “iz birakmama” i¢in x=3,7648 olarak elde edilmistir. Bu bulgular Z
Kusagi’nin siber giivenlik farkindalik diizeyinin ortalamanin tizerinde oldugunu gostermektedir. Ayrica
Olcekte yer alan kisisel siber giivenligi saglamaya yonelik ifadelerinden en yiiksek ortalamaya x=4,4556
ile “Sahsi bilgisayarim disinda kullanilan bilgisayarlarda bilgilerimin kalmamasina dikkat ederim.”
ifadesinin buna karsin en diisiik ortalamaya x=3,2367 ile “E-posta ile gelen kimlik dogrulama

mesajlarini (kullanicr adi, sifre vb. istekler) cevaplarim.” ifadesinin sahip oldugu goriilmiistiir.
Demografik Ozellikler ve Kisisel Siber Giivenlik Arasindaki Farklilasmalar

Demografik ozellikler ve kisisel siber giivenlik arasindaki farklilasmalar incelendiginde, cinsiyet ve
online aligveris yapma durumu agisindan “kisisel siber giivenligi saglama” diizeyinde anlamli bir
farklilasma saptanmamistir. Boyutlar agisindan incelendiginde, ilk olarak cinsiyet agisindan “Gnlem
alma” ve “iz birakmama” boyutlarinda anlamli farklilasmalar saptanmistir (p<<0,05). Erkekler “6nlem
alma” (u=3,8292) konusunda kadinlara (u=3,3320) gore daha yiiksek puan alirken kadinlar, “iz
birakmama” (u=3,8938) konusunda erkeklerden (u=3,6581) daha yiiksek puanlar almistir. Bu bulgular,
kadinlarin iz birakmama konusunda daha dikkatli davrandigini, erkeklerin ise 6nlem alma konusunda
daha fazla ¢aba harcadigimi gostermektedir. Online aligveris yapma durumu agisindan ise sadece
“giivenilmeyenden kag¢inma” (u=4,0724; p<0,05) ve “6deme bilgilerini koruma” (u=4,2790; p<0,05)
boyutlarinda anlamli farklilagsmalar saptanmistir. Bu sonuglar, online aligveris yapan bireylerin,
giivenilmez sitelerden kaginma ve &deme bilgilerini koruma konusunda daha yiiksek farkindalik

sergiledigini ortaya koymaktadir.
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Smf diizeyi ile kisisel siber gilivenlik arasinda sadece “gilivenilmeyenden kaginma” boyutunda anlamh
bir farklilasma saptanmistir (F = 4,368, p = 0,005). Tukey Testi, bu farklilasmanin 2. sinif ile 1., 3. ve 4.
sinif Ogrencileri arasinda gerceklestigini gostermektedir. 3. smif 6grencileri, “giivenilmeyenden
kaginma” davranisini1 X = 4,1941 ile diger gruplardan daha belirgin bir sekilde sergilemektedir. Bu bulgu,
3. smif dgrencilerinin diger gruplara gore daha yiiksek bir farkindalik ve dikkat gosterdigini ortaya
koymaktadir. Yas ile kisisel siber giivenlik arasinda sadece “Onlem alma” boyutunda anlamli bir
farklilasma saptanmistir (p < 0,05). Tukey Testi, bu farklilagsmanin 23 yas ve {izeri katilimcilar ile 17-19
yas aras1 katilimcilar arasinda oldugunu ortaya koymaktadir. 23 yas ve iizeri katilimeilar, X =3,9333 ile
17-19 yas arasi katilimcilara (x = 3,4043) kiyasla daha fazla “6nlem alma” davranisi sergilemektedir.
Bu bulgu, 23 yas ve iizeri bireylerin siber giivenlik konusunda daha dikkatli ve temkinli davrandigini
gostermektedir. Haftalik internet kullanim stiresi ile kisisel siber gilivenlik arasinda sadece “iz
birakmama” boyutunda anlamli bir farklilasma saptanmistir (p < 0,05). Tukey Testi, bu farklilasmanin
1-10 saat internet kullanan katilimcilar ile 21 saat ve lizeri internet kullanan katilimcilar arasinda
oldugunu gostermektedir. 1-10 saat internet kullanan katilimcilar, x = 4,0064; 21 saat ve lzeri
kullananlara (x = 3,6526) kiyasla daha fazla “iz birakmama” davranisi sergilemektedir. Bu bulgu,
haftalik 21 saat ve flizeri internet kullanan bireylerin, siber giivenlik konusunda daha temkinli
davrandigini gostermektedir. Kisisel siber giivenligi saglama bilgi ve becerilerine sahip olma durumu
acisindan, “kisisel siber giivenligi saglama” ve “Onlem alma” boyutunda anlamli farklilasmalar
saptanmistir (p<0,05). Tukey Testi sonuglari, “kisisel siber giivenligi saglama” bilgi ve becerisine sahip
katilimeilarin (Xx=3,8817), sahip olmayanlara (Xx=3,6777) kiyasla daha yiiksek puanlar aldigin1 ve bu
bireylerin giivenliklerine daha fazla 6zen gosterdigini ortaya koymaktadir. Benzer sekilde, “6nlem alma”
davranisi agisindan da bilgi ve beceriye sahip katilimcilar (x=3,8448), sahip olmayanlar (X=3,3321) ve
fikri olmayanlara (X=3,4418) kiyasla daha yiiksek puanlar almislardir. Bu bulgular, kisisel siber
giivenligi saglama bilgi ve becerilerine sahip bireylerin daha dikkatli ve bilingli davrandigini ortaya
koymaktadir. Egitim goriilen bolim agisindan “kigisel gizliligi koruma” (F=6,903; p<0,001) ve “iz
birakmama” (F=3,207; p=0,008) boyutlarinda anlamli farklilagsmalar gézlemlenmistir (p<0,05). Tukey
Testi, bu farklilagmanin yonetim bilisim sistemleri (YBS) 6grenimi goren katilimcilarla isletme, iktisat
O0grenimi gorenler; ayrica lojistik 6grenimi goren katilimcilarla isletme O6grenimi goérenler arasinda
oldugunu gostermektedir. Puan ortalamalarina bakildiginda, YBS 6grenimi goéren katilimcilarin
(x=3,9554), isletme (X=3,3105) ve iktisat (x=3,4537) boliimlerindeki katilimcilara kiyasla daha yiiksek
puanlar aldig1 saptanmugtir. Lojistik 6grenimi goren katilimcilarin ise (Xx=3,8107), isletme 6grenimi
gorenlere (X=3,3105) kiyasla daha yiiksek puanlar aldig1 saptanmustir. Iz birakmama davranis agisindan
yapilan Tukey Testi ise, farklilasmanin iktisat 6grenimi goren katilimcilarla YBS ve lojistik yonetimi
Ogrenimi gorenler ve bankacilik-finans 6grenimi goren katilimcilarla YBS ve lojistik yonetimi 6grenimi
gorenler arasinda oldugunu ortaya koymaktadir. Puan ortalamalar1 incelendiginde, iktisat 6grenimi

goren katilimcilar (Xx=4,0061), YBS (x=3,5817) ve lojistik yonetimi (x=3,5446) 0grenimi gorenlere
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kiyasla daha ytliksek puanlar alirken bankacilik ve finans 6grenimi goren katilimcilar (x=3,9856) ise,
YBS (x=3,5817) ve lojistik yo6netimi (x=3,9856) Ogrenimi gorenlere kiyasla daha yiiksek “iz
birakmama” davranisi sergilemistir. Bu bulgular, 6grenim goriilen boliimiin kisisel siber giivenlik
davraniglan lizerinde 6nemli bir etkisi oldugunu gostermektedir. Giinliik sosyal medya kullanim siiresi
ve siber saldirtya maruz kalma durumu ile kisisel siber giivenligi saglama ve boyutlari arasinda anlamli

bir farklilagma bulunmamastir (p > 0,05).

Sonug olarak, bu arastirma, dijital doniistimle birlikte degisen giivenlik algisinin, siber giivenlik
farkindalik diizeyine etkilerini ve Z Kusagi’nin demografik 6zelliklere gore nasil farklilastigini
incelemistir. Arastirma bulgulari, Z Kusagi’nin genel olarak siber giivenlik konusunda ortalamanin
iizerinde bir farkindalik diizeyine sahip oldugunu gostermektedir. Karact vd. (2017, 2091), benzer
sekilde arastirmalarinda 6grencilerin siber giivenlik davraniglarinin yeterli diizeyde oldugunu tespit
etmistir. Erdal vd. (2023, s.1) calismalarinda, siber giivenlik algist dlgeginin alt boyutlarindan
“giivenilmeyenden kaginma” boyutunun en yiliksek ortalamaya sahip oldugunu; “kisisel gizliligi
koruma” boyutunun ise en diisiik ortalamay1 aldigini tespit etmislerdir. Bulgular, ayrica demografik
faktorlerin kisisel siber gilivenlik davranislarini etkiledigini ortaya koymaktadir. Cinsiyet ve siif
diizeyinin, siber giivenlik davranislarinda baz1 boyutlarda anlamli farkliliklara yol actig1 goriilmiistiir.
Erkeklerin 6nlem alma konusunda, kadinlarin ise iz birakmama konusunda daha dikkatli olduklar tespit
edilmistir. Ayrica online aligveris yapma durumu ile giivenilmeyen sitelerden kaginma ve ddeme
bilgilerini koruma davraniglar1 arasinda da farkliliklar gozlemlenmistir. Yazinda da yiiriitiilen
aragtirmalarda, cinsiyetin siber gilivenlik tutum ve davranislar {izerindeki etkisinin ele alindigi
gorilmektedir. Bu kapsamda bazi arastirmalar, cinsiyet agisindan farklilagma bulmazken
(Subramaniam, 2017, s. 9; Yan vd., 2018, s.19) baz1 arastirmalarda ise, erkek 6grencilerin (Gokmen ve
Akgiin, 2015, s. 61; Karaci, vd., 2017, s. 2081) veya kadin 6grencilerin (Tekerek ve Tekerek, 2013;
Karaci, vd., 2017, s. 2081) siber giivenlik baglaminda daha yiiksek bir farkindalik sergiledigini ortaya
koymustur. Yine Unal ve Ergen’in (2018, s. 191) arastirmasinda, kadinlarin yazilim giincelleme

sikliginin erkeklerden yiiksek oldugunu ortaya koymustur.

Aragtirma bulgulari; yas, haftalik internet kullanimi ve egitim goriilen boliim gibi faktdrlerin kigisel siber
giivenlik davranislari iizerinde etkili oldugunu gostermektedir. Unal ve Ergen (2018, s. 212) tarafindan
yapilan bir ¢aligmada, internette gegirilen siirenin artigiyla birlikte proaktif farkindalik seviyesinin
yiikseldigi goézlemlenmistir. Bu da internet kullanim siiresi az olan bireylerin, siber giivenlik
davraniglarin1 daha az sergilediklerini ortaya koymaktadir. Yigit ve Seferoglu (2019, s. 186), 6zellikle
3. ve 4. simif 6grencileri ile haftada 6-10 saat internet kullanan bireylerin, siber giivenlik davraniglart
acisindan daha yiiksek bir diizeyde olduklarini tespit etmislerdir. Ayrica 6grencilerin sosyal medya
kullanimi ile siber giivenlik algisi arasinda anlamli bir iligki bulunmamistir. Calisma, katilimcilarin

kisisel giivenlik bilgisi ve becerilerine sahip olup olmalarina gore siber giivenlik farkindaliklarinin
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farklilastigini da gostermektedir. Siber gilivenlik konusunda bilgi ve beceriye sahip katilimcilarin daha
yiiksek giivenlik onlemleri aldiklar1 ve daha bilingli davrandiklart gézlemlenmistir. Buna karsin siber
saldirtya maruz kalma durumu ile kisisel giivenlik davraniglar arasinda anlamli bir fark bulunmamuistir.
Sonug olarak Z Kusagi’nin dijital giivenlik konusunda farkindaliga sahip oldugu, ancak bu farkindaligi
destekleyecek daha fazla egitime ve farkindalik artirict programlara ihtiya¢ duydugu anlasilmaktadir.
Universiteler ve diger egitim kurumlarinda, 6zellikle Z Kusagi’na yonelik, demografik 6zelliklere dayali
ozellestirilmis siber giivenlik egitimlerinin giiglendirilmesi gerektigi vurgulanmaktadir. Bu egitimlerin,
gengleri siber tehditlere karsi daha bilingli ve giivenli davranmaya yoOnlendirecek sekilde
yapilandirilmast biiyilk 6nem tasimaktadir. Elde edilen bulgular, Z Kusagi’nin dijital giivenlik
konusunda daha fazla farkindalik gelistirdigini ve bu farkindalig1 artirmak i¢in daha fazla egitim ve
farkindalik programina ihtiyag duydugunu ortaya koymaktadir. Universiteler ve diger egitim
kurumlarinda, 6zellikle Z Kusagi’na yonelik siber giivenlik egitimlerinin gili¢lendirilmesi ve artirilmasi
gerekmektedir. Bu egitimlerin, demografik 6zelliklere dayali olarak 6zellestirilmesi, bu kusagin siber

tehditlere kars1 daha bilingli ve giivenli bir sekilde davranmalarini saglamak adina énemlidir.

Anahtar Sézciikler: Z Kusagi, Siber Giivenlik Farkindaligi, Demografik Ozellikler

4.2.4. Elfadil ORSAD’: The Changing Architecture of Security: The Role of Cyber Security and
Artificial Intelligence

As global security threats evolve, the architecture of security is shifting to address the complexities of
modern digital landscapes. This research explores how cyber security and artificial intelligence (Al) are
becoming integral to reshaping security frameworks and policies worldwide. With cyber-attacks
becoming more sophisticated, state and non-state actors increasingly exploit vulnerabilities in critical
infrastructure, economic systems, and communication networks. Cyber security has emerged as a key
pillar in national defense, requiring continuous innovation in detection, response, and prevention

mechanisms.

Artificial intelligence plays a pivotal role in enhancing cyber security by automating threat detection,
identifying patterns in vast amounts of data, and predicting potential attacks before they occur. Al-driven
solutions such as machine learning models, neural networks, and natural language processing can rapidly
assess and counteract threats, reducing human error and reaction times. However, the increasing use of
Al also introduces new challenges, including ethical concerns, biases in Al decision-making, and the

potential for Al-driven cyber-attacks.

This paper examines the convergence of cyber security and artificial intelligence in the context of a

changing security architecture. It discusses how governments and organizations must adapt to these
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technologies, balancing innovation with regulation to safeguard both national security and individual
privacy. As the architecture of security evolves, the role of Al in cyber defense strategies will continue

to grow, shaping the future of security in the digital age.

Keywords: Cyber Security, Artificial Intelligence

4.2.5. Chenghao Sun'’ & Xueyu Zhang"': From Risk to Opportunity: Addressing National Security
Challenges of Open-Source Al

In recent years, open-source artificial intelligence (AI) has made remarkable strides in closing the
performance gap with closed-source models (Seger, E., Dreksler, N., Moulange, R., Dardaman, E.,
Schuett, J., Wei, K., ... & Gupta, A., 2023). Current predictions suggest that the capabilities of open-
source Al are rapidly approaching those of large, proprietary models. Some open-source models, such
as the Llama model (Seger, E., Dreksler, N., Moulange, R., Dardaman, E., Schuett, J., Wei, K., ... &
Gupta, A., 2023), have already surpassed closed-source models in terms of performance and
computational capacity. This shift is driven by the openness, adaptability, and regulatory transparency
of open-source Al, which has gained significant attention due to its lower entry costs, flexibility in
adapting to diverse scenarios, and democratized nature. The decentralized nature of open-source models
empowers a broader range of developers, allowing for innovation outside the control of single large
corporations or nations (Eiras, F., Petrov, A., Vidgen, B., de Witt, C. S., Pizzati, F., Elkins, K., ... &
Foerster, J., 2024). As a result, open-source models are not only becoming tools for enhancing individual
productivity but are also pivotal in promoting technological innovation across various industries. Despite
these advantages, open-source Al presents a host of challenges, particularly in terms of national security.
The risks associated with open-source Al can be broadly categorized into technological risks, regulatory

risks, and the potential for malicious use.

Technologically, open-source models are more prone to vulnerabilities and algorithmic biases (Desouza,
K. C., Dawson, G. S., & Chenok, D., 2020). Due to lower development investments and the involvement
of “unprofessional developers” at later stages, these models are more susceptible to technical flaws
compared to their closed-source counterparts. Furthermore, the absence of robust regulatory oversight
makes it more difficult to address these flaws and the ethical risks associated with algorithmic bias. Even
as closed-source models face issues related to discrimination and fairness, open-source models are at an

even greater risk of encountering such problems.

Regulatory risks stem from the nature of open-source models, which, once distributed, are difficult to

retract or regulate. While many open-source models include access licenses in their code (Neumann, T.,
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& Jones, B. , 2024), the decentralized, peer-driven nature of open-source communities often results in a
lack of effective enforcement (Qi, X., Zeng, Y., Xie, T., Chen, P. Y., Jia, R., Mittal, P., & Henderson, P.
, 2023). With low barriers to entry, open-source models may attract countless downstream developers
who are often reluctant to regulate these models, especially since they do not generate direct profit. This
self-regulating approach (Neumann, T., & Jones, B., 2024) leaves many open-source models
unmonitored, making it challenging to ensure compliance with standards or to mitigate potential risks

effectively.

The combination of these technological and regulatory vulnerabilities makes open-source Al models
highly susceptible to malicious use. These models could be exploited by terrorists, transnational criminal
organizations, or rogue states to launch cyberattacks, spread propaganda, or even develop
biotechnologies and weapons. The potential for such uses poses a significant threat to national security,

as open-source Al models can be easily accessed, modified, and deployed with little oversight.

Regarding the overall effectiveness of Al governance, if the international community cannot effectively
regulate open-source Al models, there is a high risk of current Al governance frameworks developing
significant gaps. First, the capabilities of open-source Al models have gradually approached those of
closed-source models, showcasing immense application potential (Goldstein, J. A., Chao, J., Grossman,
S., Stamos, A., & Tomz, M., 2024). Second, there is widespread recognition of the significant potential
of Al technology in society, with potential users increasingly enhancing their development and
application capabilities based on open-source models. Consequently, if the international community fails
to effectively regulate open-source Al, countries may face security risks such as the leakage of
confidential data and personal privacy, cyberattacks, and the proliferation of lethal autonomous

weapons.

Given that the failure of open-source Al model regulation may lead to or exacerbate national security
risks, the international community must reassess the technological characteristics of open-source Al and
explore avenues for collaboration. Referring to the possibility of international cooperation on open-
source Al models, this paper argues that certain attributes of open-source Al facilitate inter-state
cooperation, while the high regulatory costs and lack of effective incentives require capable nations to

work together.

Existing research indicates that the dual-use nature of Al technologies makes it difficult for nations to
determine the ultimate purpose of another country’s acquisition of these technologies (Schmid, S., Riebe,
T., & Reuter, C. , 2022). In this context, the transparency of regulation in open-source Al plays a crucial
role in bridging the trust gap created by dual-use technologies. The openness and accessibility of open-
source Al inherently provide more opportunities for transparency in its development and deployment,

offering a mechanism for international monitoring and regulation.
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Artificial intelligence has already become deeply integrated into national defense infrastructures (JR.,
2024), with countries such as the US and the UK actively establishing national Al security research
institutes. Meanwhile, the increasing military integration (JR., 2024) of Al means that the leakage of
related technologies and algorithms could result in far more than just commercial losses; it could lead to
significant national security vulnerabilities. Since nations typically do not employ open-source Al
models for critical strategic or defense purposes, this alleviates concerns about the proliferation of core

technologies.

A key factor hindering international cooperation in Al governance is the mutual distrust between nations
(Wang, Y., & Chen, D., 2018). Taking China-U.S. Al technology collaboration as an example, while
dialogues on Al between the two countries continue, many U.S. official documents regard China, which
possesses Al technology, as a threat, asserting that the U.S. must maintain a technological edge over
China to safeguard national security (Selva, 2018). This perception of the nation itself as a threat
obstructs the orderly development of essential technological cooperation between countries. Regarding
open-source Al technologies, currently, few state actors have integrated them into defense or military
industries. However, due to their relative accessibility and development flexibility, open-source Al
technologies are more likely to be acquired by non-state actors, who may engage in criminal activities
or actions that endanger national security and public safety. As countries collectively face the security
risks posed by the malicious use of open-source Al by “non-state actors”, they are also more likely to

avoid perceiving each other as risks in governance discussions.

Finally, relevant nations can enhance mutual trust and promote cooperation in closed-source Al
governance by taking the lead in regulatory and application collaborations within the open-source Al
field. Collaborative efforts in open-source Al can serve as a foundation for broader partnerships,
demonstrating the potential for international cooperation in addressing global challenges such as
cybersecurity, ethical Al, and public safety. Additionally, by fostering joint research and development
initiatives, nations can identify common goals and align their efforts, ultimately facilitating smoother
transitions to cooperative models in more sensitive areas of Al governance, including closed-source
technologies. This approach not only strengthens international relations but also ensures that the
development of Al benefits society as a whole while minimizing risks to national security and global

stability.

Given risks of open-source Al models, the international community faces an urgent need to reassess its
approach to open-source Al governance. The failure to regulate these models could create significant
gaps in current Al governance frameworks, further exacerbating national security risks. Fortunately, the
attributes of open-source Al models showcase positive impacts on international cooperations on Al
governance and risks managements. By fostering cooperation among nations and stakeholders, it is

possible to mitigate the risks associated with open-source Al and harness its potential for positive socio-
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economic development while safeguarding national and global security. Moreover, relevant nations can
enhance mutual trust and promote cooperation in closed-source Al governance by taking the lead in

regulatory and application collaborations within the open-source Al field.

Keywords: Open-Source Al, National Security, Technological Risks, Regulatory Risks, Potential for

Malicious Use

4.2.6. Sumanta BHATTACHARYA" & Bhavneet KAUR": Regulatory Framework and Policy
Implications for Implementation of AI and ML for Upgrading Economic Sector in Banking
and Trade Sectors

The implementation of Artificial Intelligence (Al) and Machine Learning (ML) in the field of banking
and trade has been known to provide possibilities aimed at strengthening economical frameworks and
improve various choices. The purpose of this paper will be to consider whether there is an appropriate

legal and policy landscape for Al and ML to be adopted in these vital economic sections.

Implementation of Al and ML in banking and finance boosts fraud detection, risk control, customer
support through chatbots, and product differentiation, and ML expected value, trading, and large data
analysis. Nevertheless, the fast-growing Al and ML applications introduce a number of issues that can
only be solved through appropriate legal regulation. Some of the challenges are as follows: How to
achieve data privacy and security, how to explain the workings of an algorithm, conflict of ethics, issues

regarding bias in the decision-making process and how to appraise the errors made by the model.

According to the policy implication, the government and regulatory authorities should set the rules on
Al transparency and data protection and regulation of applications that use Al to be fair and bias free.
Remarkably, today there is no significant legal regulation of Al management, financial reporting, and
security in both banking and trade. It has to promote innovation at the same time it has protective
measures against abuse, hacking and other malicious activities, and system failure that may prevail out

of artificial intelligence in the financial sector.

It should also be noted that the existing and envisaged regulatory measures should address development
of the PPPs; Al awareness; and consideration of the digital divide. Cross-border transaction, which forms
a major part of the international trade, is an area where Al related advancements can be effectively

implemented, provided there are unified approaches at the international level.

Therefore, it is immensely clear that the deployment of Al as well as ML in the Bank and Trade brings
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numerous benefits to the growth of the economy. But to do this effectively and sustainably, to avoid
abuse of created opportunities and prevent the formation of monopolies or concentrated control over

vital economic sectors and processes, a balanced regulation approach is required.

Keywords: Economical Frameworks, Al Transparency, Balanced Regulation Approach

4.2.7. Orcun OLTULU": Askeri Tam Otonom Silahlarda Orantililik ve Ayrim Gizetme Sorunu:
Silahli Catisma Hukuku Baglaminda Bir Inceleme

Bu caligmanin temel arastirma sorusu; savas alanlarinin yeni aktorleri konumunda olan “askeri tam
otonom silahlara” iliskin potansiyel risk ve sorunlardan olan orantiliik ve ayrim gdzetmenin,
uluslararasi silahli ¢catisma hukuku nazarinda karsiligmin olup olmadigi ve bu sorunlarla baga ¢ikma
stratejilerinin neler olabilecegidir. Yasadigimiz yiizyilda bilgi teknolojisinde meydana gelen devrim
niteligindeki gelismeler, askeri teknolojilerin de gelismesini tetiklemistir. Bdylece devletlerin
ordularinda, giivenlik ve savunma sistemlerinde; bilim insanlari, miihendisler, {iniversiteler ve 6zel
sirketlerle yapilan is birlikleriyle bircok gelisme yasanmis ve savaslarin niteligi degismistir. Bu
baglamda askerl tam otonom silahlarin, teknolojinin savaglar acgisindan yarattig1 doniisiimiin en son
halkas1 oldugunu sdylemek miimkiindiir. Askeri tam otonom silahlar, gelismis sensor teknolojilerine
sahiptir. Yapay zeka algoritmalar1 sayesinde bir karar aninda, o karara etki eden parametreleri géz
oniinde bulundurarak kendi kararim1 alip uygulayabilmektedir. Veri setlerini ya da simiilasyon
ortamlarini baz alarak zaman igerisinde ideal davranislar1 6grenip bu baglamdaki yetkinliklerini artirma
potansiyeline sahiptir. Insan miidahalesi olmaksizin tamamen kendi baslarina sez-karar ver-uygula
seklindeki dongliyli gergeklestirebilen ve insanla iletisim kurmaya ihtiyag duymayan sistemlerdir

(Scharre, 2020).

NATO Bilim ve Teknoloji Orgiitiiniin (STO) “Bilim ve Teknoloji Egilimleri 2020-2040” raporunda,
askeri otonom sistemlerin gelecekte su konularda degisiklik yaratacagi ifade edilmistir: 1. Gli¢ Yapist;
2. Etkililik; 3. Karsit Onlemler; 4. Ogullasma (Swarming); 5. Lojistik; 6. Durumsal farkindalik; 7.
Oliimciilliik; 8. Manevra Kabiliyeti; 9. Hayatta Kalma; 10. Siirdiiriilebilirlik; 11. Kentsel Operasyonlar;
12. Siber Gérevler (NATO, 2020). Ayni1 rapora gore, askeri tam otonom sistemlere ilisin “6zerklik”™; bir
sistemin bilgiyi kendisine ve duruma iliskin baglamsal anlayisa yonelik hedeflere ulasmak i¢in farkl
eylem planlar1 arasindan bagimsiz bir sekilde olusturup secerek, bu bilgiyle belirsiz durumlara yanit
verme yetenegidir. Askeri tam otonom silahlara iligkin tartigma baslatan kavram da “6zerklik” olmustur.
Konunun uzmani bilim insanlar1 tarafindan 6ne siiriilen gekincelerin ve ¢esitli sivil toplum Orgiitleri
tarafindan yiiriitiilen kampanyalarin ana temalari, 1. Askeri tam otonom silahlarin kiiresel silahlanma

yarigini 6ncii devletler lehine adaletsiz sekilde daha da arttiracagy; 2. Algoritmik ayrimeilik; 3. Orantililik

14 Av., Doktora Ogrencisi, Hacettepe Universitesi, E-Posta: avukatorcunoltulu@gmail.com, ORCID: 0000-0003-1353-8451
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ve ayrim gozetme, seklindedir.

Hukuki anlamda orantililik, araglar ve amagclar arasinda kurulan makul iligkiyi ifade etmektedir. Buna
bagli olarak silahl1 catisma hukuku acisindan ifade ettigi anlam, “elde edilmek istenen avantaj ile {iglincii
taraflara verilebilecek zararlar arasindaki iliski” seklindedir. Orantililiktan sonra ayrim gdzetmeye
bakildiginda, ayrim go6zetmenin temel amaci; silahli catisma taraflarinin birbirlerine yonelik
gerceklestirdikleri saldirilarda saldirt kapsamini muhariplerle sinirli tutarak sivil ve savasan ayrimi
yapmalar1 ve bdylece saldirilar1 yalnizca mesru hedeflere yoneltmektir (Giil, 2021). Paul Scharre’a gore,
otonom silahlarin ayirt etme ilkesi kapsaminda dogru sekilde sivil-askerl hedef ayrimi yapabilmesi
onemli bir konudur. Bu dogrultuda, sistemler gelistirilirken hedef tanimanin yani sira yaniltici cisimlerin
yani ortamdaki parazitlerin de ayirt edilebilmesine yonelik calismalar yapilmasi gereklidir. Otonom
silahlar acisindan orantililik ilkesi ayirt etmeye kiyasla daha zorlu bir konu olup ayirt etme ilkesi
konusuna ¢éziim bulunabilmesi muhtemel goriinmektedir. Ancak hukuk¢ular Kenneth Anderson, Daniel
Reisner ve Matthew Waxman’in da ifade ettigi iizere, orantililik ilkesinin sinirlar agisindan kesin kabul

gOrmiis bir formiil heniiz bulunmamaktadir (Scharre, 2020).

Askerl otonom silahlarin uluslararasi savas hukukunda acik sekilde diizenlenmesine ve hatta
yasaklanmasina yonelik etkili bir adim olarak kabul edilebilecek “Otonom Silah Sistemlerine Iliskin 12
Eyliil 2018 tarihli Avrupa Parlamentosu Karar1” vardir. Bu kararda vurgulanan temel hususlar sunlardir:
Oliimciil otonom silah sistemlerinin benzeri goriilmemis ve kontrolsiiz bir silahlanma yarisini
tetikleyerek savasi temelden degistirme potansiyeline sahip olmustur; Oliimciil otonom silah
sistemlerinin kullanimi, 6zellikle hedef secimi ve miidahale gibi kritik islevlerle ilgili olarak insan
kontroliine iliskin temel etik ve hukuki sorular1 6ne ¢ikarmistir; makineler ve robotlar ayrim, orantililik
ve ihtiyat gibi hukuki ilkeleri iceren insan benzeri kararlar alamamaktadir; 6liimciil otonom silah
sistemlerinin kullanimi uluslararasi insan haklar1 hukuku, uluslararas: insancil hukuk ve Avrupa
normlar1 ve degerlerinin gelecekteki askeri eylemlerle ilgili olarak uygulanmasina iligskin temel sorulari
glindeme getirmistir; herhangi bir 6liimciil otonom silah sistemi, kotii yazilmis kod veya diisman bir
devlet veya devlet dis1 bir aktor tarafindan gergeklestirilen bir siber saldirt nedeniyle arizalanabilecektir;
Avrupa Parlamentosu, 6liimcil otonom silah sistemleri konusunda acilen ortak bir tutumun gelistirmeli
ve benimsemelidir; anlamli insan kontrolii olmadan saldirilarin gergeklestirilmesine olanak taniyan
6limciil otonom silah sistemlerinin gelistirilmesi, iiretimi ve kullaniminin uluslararasi olarak
yasaklanmasi yoniinde defalarca ¢agrida bulunuldugu dikkate alinmali ve bunlarin yasaklanmasina
yonelik etkili miizakereler baglatilmali (European Parliament, 2018). Konuyla baglantili olan ve
geemiste diizenlenmis uluslararasi hukuki metinlerden 24 Nisan 1863 tarihli “Lieber Talimatlar1”, 9
Eyliil 1880 tarihli “Oxford Kilavuzu”, Aralik 1922-Subat 1923 tarihleri arasinda Lahey’de hukukgular
komisyonu tarafindan hazirlanan “Savas ve Hava Harbi Zamaninda Telsiz Telgrafin Kontroliine iliskin

Kurallar”, 1956 tarihli “Savas Zamaninda Sivil Niifusun Maruz Kaldig1 Tehlikelerin Sinirlandirilmasina
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Mliskin Taslak Kurallar”, 8 Haziran 1977 tarihli “12 Agustos 1949 tarihli Cenevre Sézlesmelerine Ek ve
Uluslararas1 Silahli Catisma Magdurlarinin Korunmasina iliskin Protokol (Protokol I)”, otonom silahlara
iliskin yapilan cesitli uluslararasi oturumlar, gériismeler, konuya iligkin {ilke agiklamalari, yasaklama ve
sinirlamaya iliskin girisimler bir biitiin olarak degerlendirildiginde, orantililik ve ayrim gdzetme
seklindeki olas1 sorunlarin uluslararasi silahli ¢atigma hukukunda kendine yer bulmasi kisa vadede pek
miimkiin goziikkmemektedir. Calismada literatiir analizi, belge ve arsiv taramasi yontemleriyle toplanan
veriler analiz edilerek bu sonuca ulasilmistir. Amag, konuya teknoloji ve hukuk penceresinden ¢oklu
bakis acisiyla yaklasarak hem farkindalik yaratmak hem de yeni bir akademik tartigma alani
olusturmaktir. Bu dogrultuda konunun teknolojik boyutuna iliskin aciklamalar yapilirken gesitli teknik
raporlardan, yapay zeka uzmanlarinin ve otonom sistemlere iliskin 6ncii bilim insanlarinin goériislerinden
ve giincel diinya istatistiklerden yararlanilmigtir. Konunun hukuki boyutuna iliskin olarak ise, hukuk

metinlerden ve haber kaynaklarindan yararlanilmistir.

Anahtar Sozciikler: Askeri Otonom Silahlar, Orantililik, Ayrim Gézetme, Silahli Catisma Hukuku

4.2.8. Giovanni ERCOLANI"®: The Emergence of Paranoid Security

The main point of this study is to submit my concept of ‘paranoid security’ for an academic debate. My
theory is that the zeitgeist (spirit of the time) of the historical period in which we live is characterized
by paranoid security, which (1) is an autotrophic security system that feeds itself with the suspicion it
produces; and (2) is a self-sustaining system in which security knowledge is fabricated (paranoization
process) on the ‘suspicion’ of existential threat-insecurity, therefore producing paranoia security

knowledge.

Some premises are necessary to structure my thesis. First, my idea of the emergence of Paranoid Security
is framed between two concepts: (1) ‘a theory is always for someone and some purpose’ (Cox, 1981:
128); and (2) ‘ordinary people are always taken in by appearances and by the outcome of an event’. And
in the world, there are only ordinary people; the few have no place, while the many have a spot on which
to lean (Machiavelli [1532] 2019: 126-128). Second, my position on this matter is extremely realistic,
cynical, and provocative, is based on my academic and professional experiences, and it is expressed in
the following points: (1) when we talk about ‘politics’ we talk about ‘power’, and in politics, there is not
morality; (2) those in power (the legitimate Power-Knowledge-Language-Meaning-Security Structure
[PKLMS]; the ‘contemporary’ Prince) want to keep and protect their power, and the ‘others’ want to
conquer it; (3) I define the post-Athenians ‘demo-cracy’ as ‘vulgo-cracy’ (vulgo: the common ordinary

people, the masses); (4) in ‘vulgo-cracy’ to conquer power or to maintain power the political leader must
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conquer the vulgo; and (5) how to conquer the vulgo? By appearing, by manipulating primordial fear
(death); playing the emotional card; making use of propaganda-narrative; maintaining a constant

paranoia.

When talking about paranoia I want to clarify that the term (1) comes from the Greek ‘para-’, ‘beyond,
irregular’, and ‘noos’, ‘mind’; (2) it is an irregularity of the mind, a mental disorder that distorts a
person's perception of what is real; (3) is an instinct or thought process that is believed to be heavily
influenced by anxiety, suspicion, or fear, often to the point of delusion and irrationality; and (4) paranoid
thinking typically includes persecutory beliefs or beliefs of conspiracy concerning a perceived threat

towards oneself.

The fact that [ merged paranoia with security and securitization, is based on the work of Luigi Zoja’s
‘Paranoia — The Madness that Makes History’ (2017). In his work, Zoja presents an insightful analysis
of the use and misuse of paranoia throughout history and in contemporary society. Zoja combines history
with depth psychology, contemporary politics, and tragic literature, resulting in a clear and balanced
analysis presented with rare clarity. The devastating impact of paranoia on societies is explored in detail.
Focusing on the contagious aspects of paranoia and its infectious, self-replicating dynamics, Zoja takes
such diverse examples as Ajax and George W. Bush, Cain and the American Holocaust, Hitler, Stalin,
and Othello to illustrate his argument. He reconstructs the emblematic arguments that paranoia has
promoted in Western history and examines how the power of the modern media and mass
communication has affected how it spreads. ‘Paranoia’ clearly examines how leaders lose control of
their influence, how the collective unconscious acquires an autonomous life, and how seductive its

effects can be — more so than any political, religious, or ideological discourse.

Once paranoia is employed in a security discourse-policy it evolves into a collective paranoia and it
acquires the following features which defines the paranoization process: evolves into a psychic infection
characterized by a relativization of truth; is based on constant suspicion which is fed by rumors in which
the ‘suspect’ is already presented as ‘guilty’ and like the ‘enemy-insecurity threat’ is portrayed as
inhuman and immoral; it is the main essence of post-truth politics (post-factual politics, post-reality
politics). The leitmotiv of paranoia politics is ‘the suspicion of.....the suspect is guilty’. The fact that the

PKLMS structure has a suspect on something/someone already makes it guilty.

More importantly, though, is that this ‘paranoid security’ becomes the officially-authorized description

of the world that frames human existence.

There is a strong relation between narrative and ‘reality’: for Galimberti (2011) humankind has never
lived in the World, but always in its description which, in different historical periods, has been provided
by religion, philosophy, science, and now technology. Humankind lives into the description-narrative of

the world, and his relationship with it passes through the ideas that wrap the things: These descriptions-
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narratives participate in the construction of the social reality (Searle, 1996) and the symbolic universe
(Berger & Luckmann, 1991) in which humankind lives his existence; and description-narrative shapes

the identity and the living space-place of the individual.

Therefore, in my approach, I follow Zoja (2017), who argues that the relationship between
communication and paranoia has to be analyzed in order to prevent the dangers of a world driven by

paranoia.

To sustain my theory, I take into consideration two very recent historical events in which the ‘western-
NATO-financial world-system’ has experienced two different security threats: COVID-19 and the
Russia-Ukraine War. Both of these existential threats have been accompanied by specific measures and
protocols of action in which official narrative has constituted the structures of their own security-
insecurity architecture. Security is a myth, and its architecture is primarily based on narrative (signifier;
securitization process-security knowledge) which makes that security is a sacred text. The ‘COVID-
security narrative-protocol of action’ had to deal with a ‘critical security threat’, whilst the ‘RUSSIA-
UKRAINE-security narrative-protocol of action’ is still facing a more classical security threat framed
inside a ‘strategic studies approach’ with global repercussion which unfortunately escaped from the

‘mind’ of the ‘scientific experts/astrologists’.

However, what both security-insecurity events have in common is the fabrication of a ‘paranoia
broadcasting’ in which narrative-language has replaced the search for truth. The securitization process
which has been elevated in both cases to the official and authorized narrative-truth has been assembled
following a formula in which the reader writes the book: according to the theory of textual cooperation
there is a strong relation between a text and its specific reader (model reader) in which one contributes

to the construction of the other.

In a post-Athenians democracy (vulgo-cracy; common people-cracy) the security-insecurity text has
been produced to be fully understood and digested by the common people (impact in the democratic
elections) and its language, like the Orwellian Ing-Soc of ‘1984°, has been reduced and simplified to
cancel and prevent misleading and personal interpretations. Meaning and interpretation are monopolies

of the PKLMS structure.

Honestly, can we say that at the moment we know the truth about the COVID pandemic and its vaccines,
and can we say the same about the Russia-Ukraine war? Do we really believe in anything that the official

authorities have said and imposed on our societies about these two security events?

Already, both official-scientific-authorized narratives sustaining both paranoid security events are

showing cracks in their monolithic edifice.

If we are not in a position to answer the above questions, and if we really retain some doubts, at least we

are aware that behind these two different events, there is a struggle for power and money.
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Therefore, this paranoia: (1) represents the new architecture of the security environment in which NATO
countries experience their lives; (2) has replaced the ‘security knowledge’ in the sense that now security
knowledge-securitization is paranoia; (3) has been imposed through a state of emergency in which even
our daily life is under scrutiny; (4) it has been elevated to a cultural-moral-educational system and an

ideology; and (5) has created a paranoid individual.

If we are interested to produce serious security knowledge (truth) we should approach the paranoid
security narrative as a performative text (or even an agenda) in which the ‘Emperor’ is naked and ask

ourselves: why all this silence around the events, and who profits from that silence (cui prodest)?

Is only by deconstructing the silence around the paranoia and the security knowledge (Ercolani, 2021)
that we can start to doubt the veracity of the text-truth and develop a sane doubt inspired by the search

for knowledge and not doxa and propaganda.

Veritas-truth and justitia-justice are tied together, and a return to a Socratic questioning in facing the
‘paranoid security’ is the methodology suggested in my study, because here the first and real victim of

this politics is the very doubt that has always fueled the search for truth.

Keywords: Paranoid Security, Securitization, NATO, COVID-19, Russia-Ukraine War

4.2.9. Can DEMIR'®: NATO Doctrine of Information Operations and Key Takeaways for the Modus
Operandi

The security architecture of the international arena involves a continuum of competition comprising the
relationships of cooperation, rivalry, confrontation and armed conflict (NATO, 2022b: 5-7). NATO
plans and conducts activities to fulfill the three core tasks of defence and deterrence, crisis prevention
and management and cooperative security (NATO, 2022a) in this full range of the continuum of

competition.

NATO conducts a wide variety of operations and missions (NATO, 2019: 1-27,1-34), and Information
Operations within the mindset of Strategic Communications are inherent in all these types of NATO
activities. NATO’s strategic communication is a two-pillar structure. The pillar of communication
capabilities comprises subfields of psychological operations (PsyOps) and military public affairs
(MilPA) (NATO, 2023a: 17), while the pillar of information capabilities comprises information
activities and information operations (InfoOps) (NATO, 2023: 47). NATO’s strategic communications

mindset provides direct guidance to all PsyOps activities, MilPA activities, information operations and

16 PhD Student, Turkish National Defense University Atatiirk Strategic Studies and Graduate Institute, E-Mail:
can.demir@msu.edu.tr, ORCID: 0000-0002-8338-2897
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information activities as well as it provides guidance to all NATO military activities to ensure that they

support NATQO’s narratives and messages (NATO, 2023b: 12).

“Information Activities” is defined as “all kinds of military activities focused on creating cognitive
effects”, while “Information Operations” is defined as “a staff function to analyze, plan, assess and
integrate information activities to create desired effects on the adversaries, potential adversaries and
audiences in support of mission objectives” (NATO, 2023a: 14-15). Military kinetic actions like air
raids, patrols, airborne operations and non-kinetic actions such as key leader engagements, for instance,
all have cognitive effects on the adversary as individual information activities. When these activities and
all other military activities dedicated to the creation of cognitive effects are analyzed, planned, integrated
and assessed by a dedicated staff, they evolve into information operations. The way that NATO manages
the whole system of information operations provides useful tips and guidelines for security mechanisms

and organizations that have roles in information operations.

All kinds of information activities and information operations take place in the information environment.
The information environment is a combination of all informational entities, agents, services and
properties, processes, relations and interactions. This environment is very dynamic, undergoing changes
with political and social circumstances as well as technological innovation (Réttger& Vedres, 2020, pp.2-
3). In the realms of defense and security, the information environment, central in warfare and short of it
in one aspect, is the entirety of systems, organizations and individuals that realize processes related to

information (RAND Corporation, 2021: 1).

NATO defines the information environment as “the environment comprising information, individuals,
organizations and systems that receive, process and convey the information, and the cognitive, virtual
and physical space in which this occurs” (NATO, 2023a: 15). In the information environment, different
layers relate to cognitive, virtual and physical effect dimensions. NATO has a behaviour-centric
approach and uses these effect dimensions to provide a framework for comprehending the measurement,

purpose, and consequence of military activities.
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Figure 1

The Outline of the Information Environment

(NATO, 2023a, p.38)
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A comprehensive information environment assessment (IEA) is a prerequisite to all strategic
communications activities and information operations in particular. The assessment is a continuous
process, and the level of comprehensiveness depends on the time and resources allocated to the process.

Figure 2 (NATO, 2023a: 41) shows a clear picture of the IEA methodology applied in NATO doctrine.

Figure 2
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The “baseline analysis” is the foundation for a comprehensive understanding of the environment. It is
followed by the “human factors analysis”. For this, several templates can be applicable, but the

PMESII/ASCOPE matrix outlined in Table-2 provides a more comprehensive analysis.

Table 1
PMESII / ASCOPE Analysis Matrix
PMESII/ Military/
Political = Economic Social Infrastructure Information
ASCOPE security
Regions, ratior Itur: Religious or Air; rail, water
8l . Operation Agriculture, g. : 1 Coverage for
Area boundaries, areas, security | industry, waters ethnic and road
- - media types etc.
etc. regions etc. etc. boundaries etc. networks etc. -
Governance Police stations, | Industrial zones, Facilities, Hospitals, Comms and
Structures canters aic military bases economic religious places power media structures
’ etc. centres etc. etc. plants etc. etc.
Governance, Combat power, Finance Education Basic services Data coverage,
Capability political system | law enforcement markets, levels, basic and their literacy,
erc. bodlies etc. industrial etc. services etc. effectiveness etc. | censorship etc.
Government, Law Businesses, Religious, Governance Organizations,
Organization | political parties enforcement, companies, ethnic, charity | facilities, NGO media
etc. military, etc. centers etc. groups etc. Jacilities etc. providers, etc.
Political/local, Military or Governance Religious/ Investors, Media
People diplomatic security leaders, elites, ethnic leaders, contractors, influencers,
leaders etc. leadership etc. erc. influencers etc. NGO:s etc. Journalists etc.
National and Wars, combats, Market days, Religious or Investments, Media
Events local elections, operations, business national events opening campaigns,
Campaigns etc. parades etc. holidays etc. etc. ceremonies etc. | propaganda etc.

“Communication analysis” comprises a detailed analysis of all narratives and communications by all
parties of the information environment. This is followed by the “audience analysis” and “behaviour
analysis”. Under these two components, analyses related to cognitive effects go through the
brainstorming format of “social, technological, environmental, military, political, legal, economic and
security” (STEMPLES) within which cognitive objectives are set and then later put to a “Criticality,
Accessibility, Recoverability, Vulnerability, Effect, Recognisability” (CARVER) analysis. Capability,
opportunity, motivation and behaviour (COM-B) model is also an integral part of the final step of the
analysis. All analysis steps culminate in a detailed assessment of the information environment (NATO,

2023a: 40-52).

Coordination, harmonization, synchronization and alignment are integral aspects of NATO information
operations activities. NATO uses specific tools to coordinate, harmonize and synchronize information
activities. InfoOps activities at the military strategic level, operational level and tactical level are aligned
wih each other through the utilization of specific documents which provide directions and guidance.
Through these processes, actions which are considered to be information operations activities create
specific effects which support the objectives and end state of an operation, mission or situation as

illustrated in the information operations design provided in Figure 3.
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Figure 3
A Generic Information Operations Design
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Note. The design is produced by the author.

Information Operations is an indispensable aspect of current NATO missions and operations as well as
the advanced planning for potential future conflicts. It is essential to recognize that all actions undertaken
during military or security campaigns inherently convey strategic communications messages, thereby
qualifying them as information activities. However, it is only through the analysis, planning, integration,
and assessment of these activities that they evolve into true Information Operations. Information
environment is unique for each mission or operation and a comprehensive information environment
assessment is a prerequisite for successful information operations. For effective information operations,
higher authorities are to release clear directions and guidance through framework documents to make
sure that information activities are well aligned with the military strategic communications objectives
and overall operational objectives, and support the end state of the subject operation or the mission.
Moreover, the synchronization and orchestration of information activities at all levels is paramount to
prevent redundancy and ensure that a lack of coordination does not undermine the success of the

operation or mission.

Keywords: NATO, Strategic Communications, Information Operations, Information Environment,

Information Environment Assessment
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4.2.10. Federico PRIZZ1": Key Leader Engagement, the Most Challenging Way in Warfighting to
Influence Adversaries

The aim of this study was to show what Key Leader Engagement (KLE) is and how it is related to the
Information Operations and to the Strategic Communication (StratCom) in warfighting. It was also
demonstrated how KLE is intended not only as a useful method to convey information to adversaries,
but also to achieve military objectives that could not be accomplished with traditional combat activities.
In order to operate effectively in the cognitive sphere and to influence a specific audience, it is essential
that the engagement between the military Commander, that is the main negotiator, and his counterparts
takes place at a strategic-operational level in the form of a Face-to-Face (F2F) conversation. Therefore,
the preparation of Commanders is pivotal because they are responsible for carrying out the KLE and for

the success of the influence strategies.
What KLE is

Before delving into the description of the operational characteristics of the KLE, it is necessary to clarify
the terminology that is generally associated with the concept of engagement. First of all, an engagement
is intended as any form of human interaction aimed at delivering influential messages in support of the
overall Campaign Objectives. This means that engagements are not only carried out by commanders but
also by soldiers with different ranks and roles, both at the operational and tactical level. In particular,
KLEs are engagements between military leaders and the key decision-makers of approved audiences
that have defined goals. Otherwise, Soldier-Level Engagements (SLEs) happen when soldiers interact
with local populations on a daily basis. Consequently, SLE is likely to compromise the majority of
engagements. This can occur as a Face-to-Face (F2F) encounter like, for instance, during a Market
Patrol, or during scheduled meetings like the ones carried out by Civil Military Cooperation (CIMIC)
operators or by Female Engagement Teams (FET). As well as the engagements organized by personnel
from the logistic units with specific local or international contractors or medical visits carried out by
military personnel on behalf of the local civilian population during the so called Medical Civic Action

Programs (MEDCAPs).

The historical origin of the KLE and the general need to identify specific military actors to interact from
the strategic to the tactical level in a specific operational context finds its contemporary origin in US-led
counterinsurgency operations in Iraq and Afghanistan at the beginning of the 20th century. On that
occasion, in fact, the exigency for a more active role of the commanders in knowing how to interact with
the local authorities, both formal and informal, was recognized in order to reduce the causes of conflict

and to allow civil society to return as quickly as possible to a situation of lasting peace.

17 Indipendent Anthropologist, E-Mail: prizup@libero.it, ORCID: 0000-0001-7943-4570

54



Types of Engagements

Engagements can be of two main types: Face-to-Face or Virtual Engagement. The first is the preferred
method of dialogue, because it allows participants to assess the effectiveness based on verbal, non-
verbal, and paraverbal cues. Instead, Virtual Engagement is considered any engagement that can be
developed through channels such as telephone, teleconference, videoconference, mail and email. The
use of these means and, particularly of digital, and social media, provides opportunities but also big
challenges, so much so that Virtual Engagements are generally used more to maintain active
relationships with the counterpart rather than to reach lasting agreements. Moreover, engagements fall
into two main categories: Deliberate and Dynamic. Deliberate, is a planned, and anticipated personal
interaction designed to create a specific outcome. These engagements may be F2F interactions or
interactions by other means such as telephone or video conference. Dynamic, is unanticipated, or
impromptu, encounters for which neither soldiers nor leaders have conducted specific planning. Such
encounters can occur frequently and in many circumstances. Soldiers’ or leaders’ ability to exploit them

will depend heavily on training.
Engagement Team

Generally, the engagement team is composed of military and civilian personnel who must support the
commander. The minimum composition includes a total of four people: the Commander as engager, the
Note Taker, the Interpreter/Language Assistant and at least one Force Protection guy. To the team can
then be added Subject Matter Experts (SMEs)/Advisors and also Media Operators if security and
negotiating conditions allow it. Additionally, the team can use specific tools to be prepared before the
meeting like the team’s database, the engagement package, Post Meeting Minutes (PMM) of previous

meetings.
The Engagement Planning

Planning a military operation has always been one of the most complicated aspects for a staff. Similarly,
planning an engagement offers significant challenges not only for the commander but for the entire
military contingent that depends on him. This is because, as anticipated at the beginning of this abstract,
the KLE is planned and conducted when significant results on the battlefield cannot be achieved with
traditional combat activities (i.e., kinetic ops). In order to carry out adequate planning of an engagement,
you need to follow the 7 steps indicated here in the best possible way, taking into consideration that the

time factor often does not allow you to delve into all the aspects as much as you would like:
1. Analysis of the objectives to be achieved with the negotiation;
2. Collection of information on the counterpart;

3. Study of the environment where the negotiation will take place;
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4. Study of the environment from the point of view of the security procedures to be adopted;
5. Study of the environment from a cultural point of view;

6. Identification of possible negotiation strategies;

7. Dress Code and Weapon Code.

Why KLE is the most challenging way in warfighting to influence adversaries?

It is not easy to summarize the answer to this crucial question in a few words; however, it is possible to
highlight a series of aspects that are only the result of numerous lessons identified and learned by the

armed forces of different countries. Below we offer a short list of challenges:

1. The risk of physically exposing the commander (security);

2. Not all commanders have the ability to influence their counterparts (empathy);
3. There is often little time for staff and experts to prepare commanders;

4. Not all commanders appreciate being advised and prefer to handle the negotiation themselves in their

own way;

5. Many commanders improvise their ability to engage and rely on their own abilities (excessive self-

esteem);
6. The stay of commanders and contingents in the operational theatres is too short (6/12 months);
7. A KLE can only achieve lasting success with a long-standing relationship based on trust;

8. The nature of wars has constant changes and different operational needs, all of this can very likely

frustrate the efforts made so far.

Keywords: Key Leader Engagement, Negotiation Strategies, Information Operations, Influence,

Communication

4.2.11. Greg SIMONS": Security Versus Insecurity in a Transforming Global Order: The Role of
the Fifth Dimension of Strategy

The global security architecture is increasingly being thrown into upheaval and chaos as the geopolitical
transformation away from the US-unipolar led Global North experiences relative decline in power and
influence, and the multipolar Global South gains relative power and influence (Cooley & Nexon, 2020).
As a declining global hegemony, the US and the Global North wish to retain their power and influence

at the expense of the Global South and their aspirations to be subjects rather than objects of international
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relations (Simons, 2021). US foreign and security policy is predicated upon the notion of a zero-sum
game that is aimed at maintaining US global hegemony configured as a US-led unipolar order that is
supported by a system of vassal and client states (Western, 2005). As Henry Kissinger once famously

said, the US has no permanent enemies or permanent allies, only permanent interests.

This is predicated in the US geostrategic imperatives that were defined by Brzezinski (1997) in the Grand
Chessboard — to keep client states obedient and protected, vassal states dependent and obedient, and to
prevent the rise of other powers or blocs of powers that can challenge US hegemony. These behaviours
are predicted by the theoretical perspective of realism in international relations (IR), which focuses upon
self-interest and the accumulation of power (Flint, 2021). Even though foreign policy concerns the
pursuit of self-interest through the projection of power and influence, it needs to have the facade of being
more benevolent or necessary by other actors for the intended policy to be deemed as being more
acceptable and therefore forestalls the accumulation of political will to work in opposition to those

foreign policy actions

However, the role of constructivism in IR in its relation and interaction with realism is ignored.
Constructivism concerns the creation and operationalisation of identity and culture to signal self in
relation to others, but also what behaviour can be expected by the other. Foreign policy and security
policy not only need to be defined and articulated, but they must also be perceived as being justified and
legitimate, even if they are objectively not so (Mearsheimer & Walt, 2016). It is a question of
accumulating political capital as a means towards moving foreign policy intention to foreign policy

rhetoric to foreign policy action. A process that is far from being transparent and objective.

In the five dimensions of strategy (land, water, air, space and knowledge/information) (Lonsdale, 1999),
the first four are tangible (physical) spaces for projecting influence and accumulating power. However,
the fifth dimension (knowledge/information) is intangible (informational and cognitive) yet affects
perception and actions in the other spaces. Influence and perception of audiences is influences by the
three realms of the human environment — the physical realm, the information realm and the cognitive
realm (Alberts et al., 2001). The physical realm is where people, places and events physically and
objectively occur. The information realm is the attempt to interpret or represent actors and events
occurring in the physical realm, which introduces elements of subjectivity. In the third, it is the cognitive
realm which is where the world view of the individual is manufactured derived from the various
information and knowledge encountered, where some new material is rejected based on existing biases
and knowledge (Berniss & Arquilla, 2011). The use of information in political warfare, psyops and
information warfare can be effective against an uninformed or ill-prepared audience and its objectives
achieved (Chifu & Simons, 203). This often revolves around the propositional premise of getting a target
audience to do something that they would not ordinarily do without manipulation, which benefits the

agenda of the communicating party (Western, 2005).
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Given the incomplete global transformation and the desire of the US to entrench (Dobbins et al., 2019),
the role of information operations to engineer reality and consent will only increase in scale and intensity.
However, measure of activity does not have to translate to measure of effect on the target. The use of
the fifth dimension of strategy in the environment of 21st century international relations in the context
of a transforming geopolitical order offers the incumbent hegemon the possibility to defend their position
covertly and indirectly at low financial cost and less likely to trigger a long, costly and unpredictable
kinetic war by subverting their opponent and to justify their policy position as well as accumulate
legitimacy and political capital (Beilenson, 1972). Using information is intended to bring about desired

and anticipated cognitive effects that stack advantages for the communicator in the physical realm.

A good illustration of the above theory can be found in the way the US and the Rules Based Order
characterise and narrate different armed conflicts around the globe, the result is dependent on whether it
involves ‘worthy’ or ‘unworthy’ victims and whether an actor involved is an ‘ally’ or opponent of the
Global North (Zollmann, 2017). The intended effect is to obstruct the foreign policy choices to limit the
success of an opponent or competitor to achieve their interests and objectives, and to increase the
realisation of an ally or themselves to achieve foreign policy interests and objectives. Words are
symbolic and potentially carry power through the ability to define actors and an event, which restricts
other alternative definitions and an actor that is defined is more likely to be forced into a defensive and
reactive posture in international relations that renders them as an object and not a subject of the

environment.

Before the outbreak of a kinetic war in Ukraine in February 2022, there was (and still is) an intensive
non-kinetic war of organised persuasive communication to engineer and manufacture the perception and
consent of audiences by establishing an orthodoxy of knowledge (the appearance of highly debateable
and politicised ‘facts’ and ‘knowledge’) (Simons, 2022). This was intended to trap Ukraine and Russia
into a line of foreign policy that would most likely result in a kinetic war. A similar line of narrative of
‘imminent’ and ‘inevitable’ invasion that was applied to Russia in connection with Ukraine was also
applied to China with reference to Taiwan. Another very striking feature has been the invocation of
genocide against Russia’s actions in Ukraine and Chinese alleged actions in Xinjiang province, which
were in the form of assertions or allegations. Yet, genocide and ethnic cleansing by Israel in Gaza were
denied in spite of the massive amount of social media material that demonstrates it, by video material
uploaded by Israeli soldiers, mass media reporting, witness testimonies etc. Hence, the intention is to
limit foreign policy choices of China and Russia through a deceptive reputational threat to deal with
threats, and to free the hand of Israel to continue their illegal and unethical actions through attempts to

protect their reputation and shield their actions.

Keywords: Security, Global North, Global South, Information Operations, Geopolitical

Transformation, Realism, Constructivism
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4.2.12. Erdal ARSLAN": Uluslararas: Terérizm ile Miicadelede NATO’nun Rolii

Girig

NATO, iilkemizin tam yetkiyle s6z sahibi oldugu 6nemli bir uluslararasi érgiittiir. Bu bakimdan NATO
tiyeligi Tiirkiye i¢in Onemlidir. Tarihin en basarili savunma ittifaki olarak anilmaktadir. 2010 Kasim
ayinda gergeklestirilen Lizbon Zirvesi’nde kabul edilen Stratejik Konsept, ittifakin kendisini giiniin
kosullarina uyarlama yolunda yaptig1 énemli bir giincelleme olarak kabul edilmektedir. Ulkemizin

1952°de iiyesi oldugu NATO, uluslararas1 gilivenlik ve savunma politikamizin temel unsuru olma

0zelligini glinlimiizde de siirdiirmektedir.

NATO iiyeliginin 72. yil doniimiinii 18 Subat 2024 tarihinde kutlayan Tiirkiye, Ittifaki kendisinin de
ayrilmaz bir pargasi oldugu Avrupa-Atlantik bolgesinin giivenliginin dayanagi olarak gérmeye devam
etmektedir. Soguk Savag sonrasi konvansiyonel tehdidin biiyiik 6lglide azalmasinin ardindan son
yilarda, ozellikle Rusya ile Ukrayna arasindaki savas nedeniyle bu tehdit yeniden glindeme gelmistir.
Diger taraftan terdrizm, bolgesel istikrarsizliklar, kitle imha silahlar1 ve bunlar firlatma vasitalarinin
yayilmast; ayrilik¢i mikro ve etnik milliyetgilik, asir1 dinci akimlar, 6rgiitlii sug, uyusturucu ve insan
ticareti, kitlesel go¢ gibi geleneksel olmayan, asimetrik giivenlik risk ve tehditleri ortaya ¢ikmustir.
Bugiin, terdrizm uluslararasi toplum ve Ittifakin giivenligi igin en ciddi tehditlerden birini teskil

etmektedir.

Tiirkiye’nin ittifakin genisleme stratejisine bakis agis1 ise, Avrupa-Atlantik alaninin biitiiniinde giivenlik
ve istikrarin daha da pekismesine katkida bulundugu yoniindedir. Tiirkiye de 28-29 Haziran 2004
tarihlerinde Istanbul’da gerceklestirilen NATO Zirvesi’nde, terdrizme kars1 vyiiriitiilen kiiresel
miicadeleye miittefiklerce yapilmakta olan katkilarin gii¢lendirilmesi i¢in genisletilmis bir tedbirler

paketi iizerinde Ittifakin diger iiyeleriyle gbriis birligine varmistir.

Calismada, ilk olarak NATO’nun terérizmle ilgili ¢alismalar1 ortaya konacak, daha sonra NATO ve
terorizm iligkisi NATO kaynaklarinda terérizm tanimi gergevesinde ele alinacak ve son olarak NATO

ve terdrizmle miicadele konusuna deginilecektir.
NATO’nun Terorizmle ilgili Calismalart

NATO’nun birimi olan Terérizme Karsi Savunma Miikkemmeliyet Merkezi (Centre of Excellence
Defense Against Terrorism, COE-DAT) isminden de anlasilacag {izere, terdrizm ile ilgili caligmalar

yapmaktadir. Bu ¢alismalardan bazilar1 su sekildedir:
i. Terorizm ve Teknoloji (2004),

ii. Hibrit Savagta Terdrle Miicadelenin Rolii (2016),
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iii. Terorizmde Kriz Yonetimi Seminer Raporu (2019),

iv. Terorizm Uzmanlar1 Konferansi ve Terdrizme Kars1 Yonetici Diizeyinde Savunma Semineri (TEC

2020, TEC 2021),
v. Krizde SOF Rolleri/CT Y6netimi Semineri (2022).

Bu caligmalarda ter6rizmin tanimi yapilmis, terérizmin gesitleri ele alinmig, NATO’nun terdrizmle
miicadele yontemlerine deginilmis ve gelecekte karsilasilabilecek terdrizm faaliyetleri ve bunlarla

miicadele yontemleri ile ilgili ongdriilerde bulunulmustur.
NATO Kaynaklarinda Terovizm Tanimi, NATO - Terorizm Iliskisi

NATO, tarih boyunca en basarili ittifaklardan biri ve ¢agdas diinyada en uzun Smiirlii ittifak olarak
tanimlanmaktadir. Bu ittifakin basarili ve uzun 6miirlii olmasi, farkli tehditlere uyum saglama yetenegine
baglanmaktadir. Tarihsel siire¢ i¢erisinde ortaya ¢ikan olaylar, NATO nun ittifak sisteminin bozulmadan
yeni ortamlara uyum saglamasiyla sonuglanmistir. NATO, alaka diizeyini korumak icin kiiresel
arenadaki yeni gelismelere uyum saglamaya siirekli olarak ¢abalamaktadir. Bu baglamda terdrizm ve
terorle miicadeledeki son gelismelere gore kendi kriz ydnetim sistemini uyarlamanin gerekip
gerekmedigini anlamak, terérizmde kriz yonetimi yontem ve politikalarini aciklayarak bosluklari tespit
etmek ve ortak iilkeler icin Oneriler gelistirmek amaciyla calismalar yapmaktadir. Bu calismalar
cercevesinde NATO, devletlerin terdrizme yaklagimini bir kriz tiiri olarak tanimlamistir. Bu yaklagim,
onceki deneyimleri kapsamakta ve farkli uluslarin kriz yonetim yontemlerini karsilagtirmaktadir.
NATO, yaptig1 calismalarla pratik ve teorik a¢idan terdrizmin son ve gelecekteki muhtemel egilimlerini
ortaya koymaya calismakta; hem terdrizmin gelecegini tahmin etmek hem de terdrizmin hangi yone

evrilebilecegini belirlemeye calismaktadir (Crisis Management in Terrorism: 1).

Bu cercevede teror ve kriz birlikte ele alindiginda kriz, bir teror eyleminin anidir. Ancak terdristlerin
bakis agisindan, terér eylemi kriz degil; bu eylem planli, uzun vadeli bir stratejinin sadece bir baglangic
noktasi olarak degerlendirilmektedir. Terdr, bir sonucun veya ¢iktinin adi degil bir yontemin ad1 olarak
tanimlanmakta, rasyonel bir se¢im uygulamasi olarak degerlendirilmekte, terérizmi gerceklestirenlerin

3

bunu rasyonel bir zihinle yaptig1 belirtilmektedir. Terdr, belirli bir zaman ve baglamin “zayiflar1”
tarafindan hakim giicii “giicliiler” arasinda yeniden dagitmak icin kullanilan bir ara¢ olarak
tanimlanmaktadir. Teror saldirilarina yol acan nedenler; bireysel (kisisel, psikolojik), orgiitsel (taktiksel,
politik) ve farkli giidiilerle bir araya gelme (din, ekonomik, milliyet¢ilik) seklinde sayilabilmektedir
(Crisis Management in Terrorism, s. 6-8). Terorizm ve ortaya ¢ikaracagi sonugclar ile ilgili yapilmasi
gereken; bir ulus olarak bunun farkinda olmak, buna hazirlikli olmaktir ve bu, terérii dnlemenin
baslangi¢ noktasidir. Ter6rii 6nleme de kriz yonetiminin kritik bir parcasidir (Crisis Management in

Terrorism: 12).
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NATO ve Terorizmle Miicadele

NATO Kriz Midahale Sistemi (NATO Crisis Response System, NCRS), NATO’da kriz yonetimiyle
ilgilenen kilit siyasi ve askeri aktorlerin sorumluluklarini belirlemektedir. NATO Kriz Yonetimi
Stratejik Konsepti’nin (NATO Crisis Management Strategic Concept, NCMSC) temel amact; giivenlik
ortamini analiz etmek, izlemek, ilgili eylemleri ve dnlemleri iistlenmek olarak ifade edilmektedir. Bu
nedenle NATO’da kullanilan bir kriz tanimi: “.. taraflarin oncelikli degerlerine, ¢ikarlarina veya
hedeflerine yonelik bir tehdit olan ulusal veya uluslararasi bir durumdur” (Crisis Management in

Terrorism: 14).

NATO Antlagmasi’nin 3’iincii maddesi, krizle basa ¢ikmayi ifade eder: ... Taraflar, ayr ayn ve birlikte,
stirekli ve etkili 6z yardim ve karsilikli yardim yoluyla silahli saldirtya kars1 bireysel ve kolektif
kapasitelerini koruyacak ve gelistireceklerdir”. Bu nedenle uluslar, kendi kapasitelerini gelistirmek igin
yanit verirler. Ayrica, 4’lincii madde istisareye atifta bulunur: “... Taraflardan herhangi birinin toprak
biitiinligii, siyasi bagimsizligi veya giivenligi tehdit edildiginde birlikte istisare edeceklerdir” (Crisis

Management in Terrorism: 14).

Antlagmanin 5’inci maddesi, 11 Eyliil’den sonra giindeme gelmis olup bir {iyeye kars1 yapilan silahl
saldirinin tiim tiyelere yapilmis sayilacagini hilkkme baglamaktadir. 7°nci maddede ise “... Antlasma, BM
iiyesi olan taraflarin Sart kapsamindaki hak ve yiikiimliiliiklerini veya Giivenlik Konseyinin uluslararasi
baris ve giivenligin saglanmasi konusundaki temel sorumlulugunu higbir sekilde etkilemez ve etkiledigi
yoniinde yorumlanamaz.” denilmektedir. Kriz yonetimi tanimi, “Krizleri yatistirmak, silahli ¢atigmaya
doniigmesini Onlemek ve/veya ortaya cikarsa ortaya cikan diismanliklart sinirlamak igin alinan
koordineli eylemler” olarak belirtilmektedir. Kriz yonetimi hedefleri; catigmay1 onlemeye katkida
bulunmayt, krizleri ¢catismaya doniigsmelerini 6nlemek i¢in etkili bir sekilde yonetmeyi, zamaninda sivil
ve askerl hazirlik yapmayi (kapsamli ulusal savunma), kontrol etmeyi, saldiriyr veya saldirgam
durdurmaya ve geri ¢ekilmeye ikna etmeyi ve normal diizeni yeniden kurmay1 kapsamaktadir (Crisis

Management in Terrorism: 15-16).
Sonug

NATO iiyesi iilkeler tarafindan Tiirkiye’ye bazi ortiilii ve agik ambargolar uygulanmistir. Ancak bu
ambargolardan bazilar1 kaldirilmis veya kaldirilma c¢aligmalar1 yapilmaktadir. NATO’yu olusturan
iilkelerin vatandaslarina sadece irksal, dinsel, etnik, kiiltiirel, dilsel veya cografi birtakim baglantilarla
kendilerine yakin bulduklar topluluklarla kaynasmaktan ziyade yeni bir kimlik, NATO iist kimligi ile
birlikte yasamanin ve diinyay1 hak ettigi sekilde daha yasanabilir bir yer yapmanin artik zamaninin

geldigi vurgulanmalidir.

Her devlet, kendi milliyetcileri de dahil olmak {izere her tiirlii irk¢il1g1, her tiirlii etnik ve dini sapkinlhigini

ortadan kaldiracak ulusal ve uluslararasi projeler iiretmeli ve kimse benim milletim, benim dinim, benim
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kurdugum orgiit (terdr orgiitli) dememelidir. Doga, nasil ki dogal afetlerde sinir, ulus ve din kavramini
tanimadan tiim yikim giiciiyle hareket edip yeryiiziinii yeniden sekillendiriyorsa ulus devletler de aym
dogal afetleri 6rnek alarak din, 1k, ulus ayrimi yapmaksizin afetlerin tersine, yeniden planlamayla

diinyay1 daha yasanabilir kilma cabasi igerisine girmelidir.

Anahtar Sozciikler: NATO, Terorle Miicadele, Terorizm

4.2.13. Aybars OZTUNA?: Evaluating Chinese Naval Infrastructure Developments in the South
China Sea Through Geospatial Intelligence

Introduction

The South China Sea (SCS) has emerged as a focal point of geopolitical tension, largely due to China’s
expansive maritime claims and subsequent infrastructure developments. This research provides a
comprehensive analysis of Chinese naval infrastructure changes in the SCS, employing geospatial
intelligence (GEOINT) to monitor, assess, and interpret these developments. The study underscores the
strategic importance of the SCS, its resources, and the geopolitical implications of China’s assertiveness

in the region.
Background

The SCS is bordered by several Southeast Asian nations and serves as a critical maritime route, rich in
resources like fish, oil, and gas. Its significance has led to longstanding territorial disputes among China,
Vietnam, the Philippines, Malaysia, Brunei, and Taiwan. The historical context of these disputes is
rooted in the early 20th century. The area’s strategic and economic importance has drawn global
attention from major powers like the United States, which has vested interests in maintaining freedom
of navigation and regional stability. This strategic waterway is not only a lifeline for regional economies

but also a significant factor in global trade and energy security.
Methodology

The research leverages geospatial intelligence to analyze satellite imagery from sources such as Google
Earth. This method provides a unique vantage point for assessing naval activities and infrastructure
developments. The study focuses on the construction of artificial islands by China and the establishment
of military installations. Geospatial analysis includes examining changes over time, identifying new
constructions, and evaluating the implications of these developments on regional stability. This approach
combines data from multiple satellite passes to identify the changes in the region, offering insights that

are critical for both regional policymakers and international observers.

20 Res. Asst., Johns Hopkins University; Researcher, All Source Analysis; CEO, Geospatial Intelligence Institute, E-Mail:
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Findings

China has constructed several artificial islands in the SCS, particularly in the Spratly Islands. These
islands serve as bases for military operations, equipped with runways, ports, radar installations, and
missile shelters. The research identifies six major artificial islands, highlighting their strategic
positioning along key trade routes. These constructions not only expand China’s physical presence in
the region but also serve as a statement of power and territorial control, directly challenging the claims

and sovereignty of other nations in the SCS.

The artificial islands are equipped with substantial military infrastructure. This includes long runways
capable of accommodating large military aircraft, hangars, radar and communication facilities, and
missile shelters. The study details the specific capabilities of these installations, noting their potential
impact on regional security dynamics. This militarization enables China to project power far beyond its
mainland, threatening the delicate balance of power in the region and potentially restricting the

movement of other nations’ military and commercial vessels.

China’s infrastructure developments have heightened tensions with neighboring states and increased the
risk of conflict. The artificial islands enhance China’s ability to project power and assert its territorial
claims, challenging the maritime rights of other nations under international law, particularly the United
Nations Convention on the Law of the Sea (UNCLOS). This situation has led to increased militarization
and defensive postures by other claimant nations, contributing to an arms race that exacerbates regional

instability.

The dredging and land reclamation activities associated with artificial island construction have
significant environmental consequences. The study discusses the disruption of marine ecosystems and
the potential long-term impact on biodiversity in the region. The destruction of coral reefs and the
alteration of natural habitats can have a cascading effect on the marine food chain, impacting local

fisheries and livelihoods.
Analysis of Key Locations

One of the most heavily fortified islands, Fiery Cross Reef, features extensive military facilities,
including a runway, hangars, and defensive weaponry. Satellite imagery reveals continuous upgrades
and expansions, emphasizing its strategic importance. This reef has been transformed into a hub of

military operations, serving as a base for both defensive and offensive capabilities in the region.

Mischief Reef is another critical site, showcasing China’s commitment to establishing a robust military
presence in the SCS. The research highlights the presence of military vessels, air defense systems, and
surveillance equipment. The reef’s development has been a point of contention with the Philippines,
which also lays claim to the area, leading to increased diplomatic strains and potential flashpoints for

conflict.
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Subi Reef has been transformed into a major military outpost, with satellite imagery capturing the
construction of extensive infrastructure. The study notes its proximity to contested areas, increasing the
likelihood of confrontations. Its development underscores the strategic importance China places on

controlling access and asserting dominance in the region.
Challenges and Risks

The militarization of the SCS by China poses a significant challenge to regional stability. The study
explores the reactions of neighboring countries and the role of international actors like the United States
in countering China’s assertiveness through Freedom of Navigation Operations (FONOPs). These
operations are designed to challenge excessive maritime claims and ensure the free flow of trade and

navigation, but they also risk escalating tensions and sparking confrontations.

The research examines the legal avenues pursued by affected nations, particularly the Philippines’
victory at the Permanent Court of Arbitration in 2016. It discusses the limitations of international legal
mechanisms in enforcing compliance and resolving disputes. The study suggests that while legal

victories are significant, they must be supported by diplomatic and strategic efforts to be effective.
Conclusion and Policy Recommendations

The study concludes that China’s naval infrastructure developments in the SCS represent a strategic
move to consolidate its claims and enhance its regional influence. These developments, marked by the
construction of artificial islands and the establishment of military installations, reflect a broader strategy
to assert dominance over one of the world’s most crucial maritime regions. The findings underscore the
urgency for a coordinated international response to uphold maritime law, particularly the United Nations
Convention on the Law of the Sea (UNCLOS), and ensure regional stability. The policy
recommendations emphasize the importance of strengthening diplomatic engagements among claimant
states and international actors to foster dialogue and reduce tensions. Enhancing regional security
cooperation through joint maritime patrols, intelligence sharing, and conflict prevention mechanisms is
also crucial. Leveraging geospatial intelligence for continuous monitoring and analysis of Chinese
activities can provide real-time insights that inform policy decisions. This multi-faceted approach,
combining legal, diplomatic, and military strategies, is essential to address the complexities of the SCS
disputes effectively. Policy recommendations include strengthening diplomatic engagements, enhancing
regional security cooperation, and leveraging geospatial intelligence for continuous monitoring and

analysis.
Future Research Directions

The research highlights the importance of ongoing monitoring of geopolitical developments in the SCS
to understand the evolving strategic landscape. Future studies could delve into the effectiveness of

international diplomatic efforts, particularly the role of multilateral forums such as ASEAN and the
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United Nations in mediating disputes and fostering cooperative security arrangements. The impact of
technological advancements in surveillance, such as the use of drones and advanced satellite imagery,
could be explored to assess how they enhance or challenge existing security frameworks. Additionally,
investigating the environmental consequences of sustained military activities, including the long-term
effects on marine biodiversity and coastal ecosystems, can provide critical insights into the ecological
trade-offs of geopolitical strategies. Furthermore, exploring the socio-economic impacts on local
communities, such as disruptions to fishing industries and livelihoods, and the potential for regional
cooperative frameworks that promote sustainable development, could offer a holistic understanding of

the SCS’s challenges and opportunities.

Keywords: South China Sea (SCS), Geospatial Intelligence, Satellite Imagery

4.2.14. ibrahim iIRDEM?' & Murat UZUNPARMAK?; Siber Istihbaratin Kiiresel Giivenlik
Mimarisine Etkisi

Kiiresellesme olgusunun hiz kazanmasi, giivenlige iliskin potansiyel tehdit ve riskleri daha karmasik
hale getirerek devletlerin giivenlik anlayismi yeniden gézden gegirmelerini zorunlu hale getirmistir.
Devletlerin giivenlik stratejilerini tatbik ederken azami 6zen gostermesi gereken temel giivenlik
alanlardan birisi de hi¢ siiphesiz siber giivenlik olmustur. Diinya genelinde siber saldirilardaki arts,
vatandaslarin kisisel bilgilerinin ele gecirilmesinden veri ihlallerine, kamu hizmetlerinin kesintiye
ugramasindan finansal sistemlerin ¢okmesine, diplomatik bilgilerin desifre olmasindan ulusal giivenlik
zafiyetine kadar ¢ok sayida soruna yol acabilmektedir. Bu nedenle ilgili devlet otoritelerinin gerek iilke
icinden gerekse iilke disindan gelebilecek her tiirlii siber saldiriya karsi teyakkuzda olmasina yonelik

giiclii koruma saglayan ve iyi isleyen siber giivenlik yonetimine ihtiyaci bulunmaktadir.

Diinya capinda pek c¢ok iilke artik siber tehditlere karsi koruma mekanizmasi gelistirmek ve siber saldirt
yeteneklerini giiclendirmek amaciyla siber giivenlige iliskin stratejiler benimsemektedir. Siber
saldirilardan en cok etkilenen {ilkelerin basinda Amerika Birlesik Devletleri (ABD) ve Rusya
Federasyonu (RF) gelmektedir. ABD siber giivenlik stratejisinde 21. yiizy1l itibariyla askeri giivenlik ve
istihbarat agisindan hedefler belirlemis, ABD Savunma Bakanhgi, i¢ Giivenlik Bakanhgi, Federal
Sorusturma Biirosu (FBI) ve Merkez Haber Alma Orgiitii (CIA) basta olmak {izere gerek ilgili kurumlar
gerekse yerel diizeyde hazirlanan mevzuatlar kapsaminda calismalar yiiriitmeye baglamistir. ABD ve
Rusya arasindaki siber uzayda istlinliikk kurma miicadelesi Rusya’nin askeri giiciinii artirma hedefi
yaninda siber savunma alaninda devasa boyutta yatirimlar yapmasini beraberinde getirmistir. Rusya,

ulusal strateji belgelerinde siber giivenlik tedbirlerine genis sekilde yer vermistir (Daricili ve Ozdal,

21 Dog. Dr., Polis Akademisi Baskanlig1, E-Posta: ibrahimirdem33@gmail.com, ORCID ID: 0000-0003-0559-3418
22 Dr., I¢isleri Bakanligi, E-Posta: muzunparmak@gmail.com, ORCID ID: 0000-0002-3027-401

65



2017: 124-125). Ancak onleyici tedbirler yaninda Rusya, siber espiyonaj ve siber kontrespiyonaj
faaliyetlerini de siirdlirmiistlir. Bu konuda 6nemli bir 6rnek olarak 2022°de Ukrayna’ya saldirmasi ile
siiren catigmalar 6ncesinde Ukrayna’daki elektrik santrallerine gerceklestirilen siber saldirilar Rusya’nin
askeri savas yontemi yaninda siber savas yontemine de yer verdigini asikar sekilde ortaya koymaktadir.
Hatta Rusya-Ukrayna savasi sirasinda da iki {ilkenin hacker gruplar1 arasinda siber c¢atigmalar
stiregelmistir. Bat1 iilkelerinin Ukrayna’ya yonelik Rusya’dan gelebilecek saldirilara kars1 verdigi destek
Ukrayna’nin siber saldirilara kars1 savunmasinda ve saldir1 kapasitesinde dnemli ilerlemelere sebep
olmustur. Cin Halk Cumhuriyeti (CHC) ise, diinyada en fazla siber giivenlik uzmanina sahip iilke olarak
gerek i¢ glivenlik agisindan gerekse de ABD ve Rusya hegemonyasi karsisinda siber alanda bir Pekin
Etkisi yaratmak amaciyla siber giivenlige ciddi 6nem atfetmektedir. Siber alanda asimetrik strateji
arayisi i¢inde olan Cin’in en 6nemli hedefleri arasinda bir siber siiper gii¢ olmak ve diinya teknoloji
lideri olarak kiiresel alanda 6ne ¢ikmak gelmektedir. Politika dnceligini dijital teknolojiye veren Cin,
siber yonetisime yonelik kurumsal bir ¢erceve olusturmustur. Tiirkiye ise diinyadaki gelismelere paralel
olarak siber giivenlige iliskin stratejik 6nlem ve adimlara yer vermistir. 2012°de Siber Giivenlik Kurulu
olusturulmus, bu kurula siber giivenlige iliskin politika, strateji ve eylem planlarini onaylamak ve iilke
capinda etkin sekilde uygulanmasina yonelik karar alma yetkisi verilmistir. Bununla birlikte basta Milli
Istihbarat Teskilati olmak iizere Emniyet Genel Miidiirliigiine bagl Siber Suglarla Miicadele Daire
Baskanlig1, Jandarma Genel Jandarma Genel Komutanlig1 Siber Suclarla Miicadele Daire Baskanlig,
Tiirk Silahli Kuvvetleri biinyesindeki Siber Savunma Komutanligi, Bilgi Teknolojileri ve iletisim
Kurumuna bagli Ulusal Siber Olaylara Miidahale Merkezi, Cumhurbaskanligi Dijital Doniisiim Ofisine
bagli Siber Giivenlik Dairesi Baskanlig siber giivenlik alaninda ¢alismalar yiiriiten kurumlar olarak 6ne
¢ikmaktadir. 2018’de Cumhurbagkanligi Savunma Sanayii Baskanligi himayesinde ve Dijital Doniistim
Ofisinin de destegiyle Tiirkiye’de ulusal siber giivenlik sistemi ekosistemi kurmay1 amaglayan, siber
giivenlik triinlerini gelistirmeye ve bu triinlerin kullaniminin yayginlastirilmasini amaglayan Tirkiye
Siber Giivenlik Kiimelenmesi kurulmustur (Tiirkiye Siber Giivenlik Kiimelenmesi, 2023). Tiirkiye nin
2020-2023 yillart arasim1 kapsayan Ulusal Siber Giivenlik Stratejisi ve Eylem Planinda ise siber
tehditlere iligkin egilimler degerlendirilerek hedefler ortaya konulmustur. Bu dogrultuda
karsilagilabilecek siber tehditlerin etkisinin azaltilmasi ve Tiirkiye’ nin siber giivenlik alaninda diinyada
iist siralarda yer almasi amaglanmustir. Kritik alt yapilarin korunmasi ve mukavemetin artirilmasi, ulusal
kapasitenin gelistirilmesi, organik siber giivenlik agi, yeni nesil teknolojilerin giivenligi, siber suglarla
miicadele, yerli ve milli teknolojilerin gelistirilmesi ve desteklenmesi, siber giivenligin milli giivenlikle
entegrasyonu, uluslararasi ig birliginin artirilmasi hususlari stratejik amagclar arasinda yer almigtir

(Cumhurbagkanlig: Strateji ve Biitge Bagkanligi, 2020: 6)

Hem diinyada hem de Tiirkiye’de siber tehditlere iligkin saldiri riskleri giin gectik¢e artmaktadir. Bu
nedenle gerek ulusal giivenligin saglanmasinda gerekse diinya genelinde giivenligin muhafazasinin

temininde siber istihbarat 6énemli bir domino tasidir. Bu baglamda devletlerin otorite sahibi oldugu
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iilkeler iizerinde bireysel ¢abalarina ek olarak siber istihbarat alaninda is birliginin saglanmasi, siber

tehditlerle miicadele agisindan gereklilik arz etmektedir.

Siber istihbarat, esasinda siber tehditler hakkinda bilgi toplama, isleme ve analiz etme siirecidir. Siber
istihbaratla siber saldirilarin 6nlenmesi ve azaltilmasi amacglanmaktadir. Siber istihbaratta siber alan
icerisindeki siber giivenlik tehditlerinin, risklerin ve firsatlarin tanimlanarak izlenmesi; potansiyel
giivenlik agiklar1 hakkinda bilgi toplanmasi, bilgilerin iglenmesi, analiz edilmesi ve yayilmasi 6n
plandadir. Saldirganlarin  taktiklerinin, tekniklerinin ve yoOntemlerinin genis ¢apli olarak
degerlendirildigi siber istihbarat sayesinde saldirilarin tanimlanmasi, olasi bir saldiriya karsi hazirlik ve

saldirinin bertaraf edilmesi hedeflenmektedir.

Her ne kadar devletler birbiriyle miicadele ve iistiin gelme arzusu gergevesinde kendi istihbarat
kapasitesini giiclendirmeye ¢aligsa da siber istihbarat ayn1 zamanda kiiresel giivenligin saglanmasinda
onemli bir igleve sahiptir. Hem evrensel diizeyde kisisel veriler ve bilgi gilivenligi konusundaki
standartlarin korunmasi hem de {ilkeler arasindaki koordinasyon sayesinde miisterek tehditlere karsi
daha hizl1 ve etkili miidahalede bulunmak amaciyla siber yonetisim ya da siber alani istihbarata entegre

edecek sekilde “siber istihbarat yonetisimi” tatbik edilmelidir.

Siber tehditlerin 6nlenmesi sadece devletlerin tek bagma siber giivenlik 6nlemleri almasindan ziyade
yonetisim odakli politikalar sayesinde giivenli ve direngli bir dijital ortamin temin edilmesiyle
miimkiindiir. Risk degerlendirmesini 6ne ¢ikaran, genis kapsamli, ¢esitli paydaslarin beklentilerini esas
alan, katilimei, proaktif bir yonetisim stratejisi izlenmelidir. Ayrica devletler arasinda siber alanla ilgili
uluslararasi yiikiimliiliik ve sorumluluklar1 iceren antlagmalarin gerceklestirilmesi, birbirlerine karsi
yonelebilecek siber saldirilar1 caydiric1 bir etki dogurabilmektedir. Bdylece kiiresel anlamda
karsilasilabilecek ortak tehditlere karsi etkin bir miicadele saglanacak, devletlerin ve ilgili kuruluslarinin

dijital verileri korunarak kamuoyunda sosyo-ekonomik agidan istikrar ve giiven tesis edilebilecektir.

Siber gilivenlige yonelik mevcut ve potansiyel tehditlerin izlenmesinde, analiz edilmesinde, proaktif
stratejilerin gelistirilmesinde siber istihbarat; siber giivenlik yonetimini giiglendirmekte ve devletleri
siber saldirilara kars1 hazirlikli ve dayanikli kilmaktadir. Ozellikle son yillarda siber saldirilarin bir savas
aract olarak kullanildigi géz Oniinde bulundurulursa devletlerin hem vatandaslarinin siber alandaki
giivenligini saglamak hem de saldirilarin baslica hedeflerinden olan kurum ve kuruluslarini siber
saldirilara kars1 korumak i¢in etkin siber istihbarat stratejisi izlemesi gerekmektedir. Bununla birlikte
siber istihbarat iilkeler arasinda koordinasyonu ve is birligini de giiclendirerek uluslararas1 giivenlik
sorunlarimin erken tespitinde ve bertaraf edilmesinde, siber saldirilara karsi etkili koruma sistemi

olusturulmasinda kiiresel giivenlige katki sunmaktadir.

Anahtar Sozciikler: Kiiresellesme, Siber Giivenlik, Siber Istihbarat
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4.2.15. Lagin AKYILz.3 : Avrupa Birligi’nin Yeni Bir Istihbarat Servisi Olusturmasimin Tiirkiye-
Avrupa Birligi lligkilerine Olast Etkileri

Bu ¢alismada, Avrupa Birligi (AB) tarafindan gelecekte biitiinlesik bir istihbarat servisi olusturulmasina
giden siire¢ ve olusturulacak muhtemel yeni istihbarat servisinin Tirkiye-AB iligkilerini nasil
etkileyecegi ele alinmistir. Bu dogrultuda AB’nin istihbarata yonelik faaliyetlerini, giivenlik konusu
tizerinden literatiir taramasi ile agiklamak hedeflenmistir. Caligmanin amaci, uzun yillar Tiirkiye ile
istihbarat iligkisini siirdiiren AB’nin, yeni bir istihbarat servisi olusturmasi ihtimalinde, bu durumun
avantaj ve dezavantajlarinin neler olabilecegi hususunda bazi senaryolar iizerinden ¢ikarimlarda
bulunmaktir. Calisma, hem Tiirkiye’nin gelecekteki istihbarat ve giivenlik ve politikalarina hem de AB

ile iligkilerine yon vermesi agisindan 6nem arz etmektedir.

AB’de istihbarata yonelik bir girisim olusturma tartismalar1 uzun zamandir siiregelmektedir. Nitekim
geecmisten bu yana The Club of Berne, AB Askeri Personeli (European Union Military Staff-EUMS)
Istihbarat Direktorliigii, AB Kolluk Is Birligi Ajans1 (European Union Agency for Law Enforcement
Cooperation-EUROPOL), AB Uydu Merkezi (European Union Satellite Centre-SATCEN), AB Cezai
Konularda Adli Is Birligi Ajansi (European Union Agency for Criminal Justice Cooperation-
EUROJUST), AB istihbarat ve Durum Merkezi (EU Intelligence and Situation Centre-EU INTCEN),
Avrupa Sinir ve Sahil Giivenlik Ajansi (Frontex) vb. kurumlar, giivenlik alaninda istihbarat saglamak

amaciyla faaliyetlerini ytiriitmektedir.

EU INTCEN, AB’nin 6zel sivil istihbarat kurumudur. Ancak kurumun istihbarat operasyonlarinin iiye
iilkelerin sorumlulugunda olmas1 ve kuruma ait gorev taniminin stratejik analizleri degerlendirmekle
sinirh kalmasi, EU INTCEN’in islevselligini tartisilir hale getirmistir (Statewatch, n.d.). Bu durum,
ulusal istihbarat birimlerinin hassas bilgileri paylagmakta isteksiz olmasindan kaynaklanmaktadir.
Ayrica gliniimiizde teknoloji, savas ve terdr gibi cesitli sebeplerden dolay1 devletlerin ve uluslararasi
orgiitlerin giivenlik politikalar1 degisime ugramaktadir. Bu da ister istemez istihbarat servislerinin
dinamiklerinin degismesine yol agmaktadir. AB’nin giivenlik politikalarinda ve dolayistyla istihbarat
paylasiminda dnemli ortaklarindan biri olan Kuzey Atlantik Antlasmas1 Orgiitiiniin (North Atlantic
Treaty Organization-NATO) islevinin sorgulaniyor olmasi, AB’de istihbarat servisi olusturma
konusunda tartigmalarin artmasina sebep olmustur. 11 Eyliil saldirilari, ABD’nin Afganistan ve Irak
miidahaleleri gibi olaylar, NATO nun baris1 tesis etmesindeki giiclinii tartisilir hale getirmistir (Birsel,
2012, s. 119). ABD’de 2017-2021 yillarinda iktidarda olan ABD Bagkani Donald Trump’in 2017°de
Briiksel’de gerceklesen NATO Zirvesi’nde, NATO’yu “modast ge¢mis bir kurum” seklinde ifade
etmesi, NATO’ya olan giiven meselesini giindeme getirmistir (Euronews, 25 Mayis 2017). Trump
déneminde, ABD’nin 2019°da NATO’nun goériisiine basvurmadan Suriye’de bulunan askerlerini

cekmesine karsilik Fransa Cumhurbaskani Emmanuel Macron, NATO’nun “beyin 6liimiiniin

23 Dr. Ogr. Uyesi, Istanbul Arel Universitesi, E-Posta: lacinakyil @arel.edu.tr, ORCID: 0000-0001-7816-3131
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gerceklestigini” belirtmistir (BBC, 8 Kasim 2019).

Rusya-Ukrayna Savasi ve AB sinirlart iginde gerceklesen terdr olaylarinin artmasi gibi etkenler de AB
icinde istihbaratta yeni bir yapilanma ihtiyacin1 gdzler oniine sermistir. Avrupa Komisyonu Bagkamn
Ursula von der Leyen’in talebi iizerine Finlandiya Eski Cumhurbaskani Sauli Niinistd tarafindan
hazirlanan ve 30 Ekim 2024’te yaymmlanan “Safer Together Strengthening Europe’s Civilian and
Military Preparedness and Readiness” adli raporda, AB i¢inde yeni bir istihbarat yapilanmasinin gerekli
oldugu yoniinde vurgu yapilmistir. Raporda Niinistd’niin en dnemli 6nerilerinden biri, biitiinlesmis bir
AB istihbarat servisinin olusturulmasidir. Artan tehditlerin karsisinda AB’nin kararli bir eylemde
bulunmasint saglamak i¢in istihbarattan daha iyi bir sekilde yararlanilmasi 6nemlidir. AB
kurumlarindaki ve tiye iilkelerdeki karar vericilerin, Birlige yonelik tehditler ve gizli faaliyetler hakkinda
net ve zamaninda istihbarata sahip olmalar1 gerekmektedir. Bu nedenle EU INTCEN ve AB Askeri
Istihbarati’ndan olusan AB’nin Tek Istihbarat Analiz Kapasitesi'nin (Single Intelligence Analysis
Capacity-SIAC) giiclendirilmesi gereklidir. AB diizeyinde istihbarat is birliginin giiclendirilmesi,
politika alanlar1 arasinda diizenli ve yapilandirilmis istihbarat paylasimi i¢in énemlidir. Olusturulmasi
tartisilan bu yeni yapida, iiye iilkelerin ulusal dis istihbarat ve i¢ giivenlik servislerinin gorevlerini taklit
etmekten veya ulusal giivenlik konusundaki ayricaliklarina miidahale etmekten kaginilmalidir. Bunun
yerine SIAC’in, iiye iilkelerin istihbarat toplama konusundaki ulusal kapasitelerine iliskin ve
tamamlayicilik agisindan bir giivenlik saglayicisi olarak AB’nin faaliyetlerini ve kurumsal liderligini
tam olarak destekleyecek bir servise déniistiiriilmesine odaklanilmasi 6nemlidir. Uye iilkelerin
yetkililerinin; casusluk, sabotaj ve terdrizm ile organize suglara karst miicadelesini desteklemek icin
sifrelenmis verilere yasal erisimi i¢in saglam bir ¢ergeve olusturmasi gereklidir. Karsi istihbarat
servislerinin, AB’de faaliyet géstermesini miimkiin oldugunca zorlastirmak i¢in ortak eylemlerde
bulunulmasi 6nemlidir. Uye iilkelerin kars1 istihbarat uygulamalarindaki tutarsizliklar1 ve yetersiz sinir
Otesi bilgi paylasimi gibi eksiklikleri, kotii niyetli aktorler tarafindan istismar edilebilir. Bu sebeple
AB’nin, hibrit tehditlere kars1 {iye iilkeler ve AB kurumlar1 arasinda daha iyi istihbarat paylagiminda
bulunmasi gereklidir. I¢ ve dis giivenlik arasindaki baglantilar, operasyonel ihtiyaglar igin gelistirilmis
kurumlar aras1 bilgi paylasimi da dahil olmak iizere istihbarat yapilarina daha iyi yansitilmalidir. Ornegin
SIAC, EUROPOL ve Frontex gibi kurumlarin aralarinda bir i birligi bulunmasina ragmen bu is birligi,
operasyonel diizeyde stratejik politika ve kriz bilgilendirmeleri i¢in resmi boyutta degildir (Niinisto,

2024).

AB gibi ¢ok iiyeli bir orgiitte istihbarat toplama ve iiretme konusunda farkli yaklagimlarin bulunmasi
kuvvetle muhtemeldir. Bunun i¢in iiye iilkelerin ortak istihbarat fikrine agik olabilecek bir kiiltiire hazir
olmalar1 gereklidir. AB’ye iiye iilkelerinin ortak bir istihbarat servisi olusturmasi ve buna esit diizeyde
ilgi gostermesi oldukga zordur. Ayrica istihbarat konusunda en hassas nokta, giiven meselesidir.

Dolayisiyla ortak bir istihbarat servisinin saglanmasi i¢in AB iiye iilkelerinin birbirine giiven duymasi
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gereklidir (Ozcan, 13 Ocak 2015). Ancak AB’nin gegmis tecriibelerinden yola ¢ikilarak, AB iilkelerinde

giiven duygusunun her bir iiye iilkesinde ayni diizeyde oldugunu sdylemek miimkiin goziikmemektedir.

Tiirkiye acisindan ele alindiginda; AB’nin biitiinlesik bir istihbarat servisi kurmasinin, Tiirkiye-AB
giivenlik is birligine yonelik baz1 olas1 riskleri giindeme getirmektedir. Tiirkiye, AB’ nin 6nemli glivenlik
ortaklarindan biridir. AB 6zellikle terorle miicadele, organize suclar, sinir giivenligi ya da diizensiz gog
gibi alanlarda Tiirkiye ile is birligini siirdiirmektedir. Ancak Niinist6 niin raporunda ele aldig1 iizere
biitiinlesik bir Avrupa istihbarat servisinin kurulmasi, Tiirkiye’nin bu alanlardaki AB ile olan giivenlik
ortakligini sinirlandirabilir ve Tiirkiye-AB iligkilerinde asimetrik gili¢c dengesine yol agabilir. Tiirkiye’nin
AB tarafindan bir “dis aktor” olarak tanimlamasi, ikili arasindaki is birliginde bir dezavantaj durumu
olusturabilir. Ozellikle de diizensiz go¢ ve terdrizm alanlarinda AB’nin kendi ¢ikarlarin1 gozetecek bir
yaklagim benimsemesi, Tirkiye’nin gilivenlik politikalarint dogrudan etkileyebilir. Bu noktada
Tiirkiye’nin terdrle miicadele konusundaki hassasiyetlerinin, AB tarafindan goz ardi edilmesi ihtimali
olusabilir. Gliniimiizde istihbarat konusuyla ilintili olan veri giivenligi, siber giivenlik ve siber savaglar,
hem Tiirkiye’nin hem de AB’nin iizerinde 6nemle durdugu konular arasinda yer almaktadir. Yeni bir
istihbarat servisinin olusturulmasi, Tiirkiye’nin, siber tehditlere kars1 AB ile olan is birliginde geri plana
diismesine neden olabilir. Bu yeni muhtemel istihbarat sisteminin kurulmasi1 sonucunda Tiirkiye ve AB
arasinda artacak olan giiven eksikligi ise iliskileri tiim politika alanlarinda olumsuz etkileme ihtimalini

ortaya cikaracaktir.

Anahtar Sézciikler: Istihbarat, Giivenlik, Avrupa Birligi, Tiirkiye- Avrupa Birligi liskileri

4.2.16. Atahan Birol KARTAL?: Istihbarat ve Teknoloji: Yeni Kaynaklarin Yonetimi
Girig

Istihbaratin tantmimi1 yapmak gerekirse, “diigman veya gelecekte diisman olabilecek yabanci iilkeler,
halen ve gelecekte ortaya ¢ikabilecek operasyon alanlar ile ilgili bilgilerin toplanmasi, islenmesi, bu
bilgilerin bir biitiin haline getirilmesi, degerlendirilmesi, analizi ve yorumlanmasindan kaynaklanan
bilgiler” olarak tanimlayabiliriz (Karasoy, 2022). Istihbarat dendiginde aklimiza miicadele gelebilir,
miicadele deyince de savas. Yani savas, aslina bakildiginda istihbarat ile i¢ igedir. Istihbarat yapiimadan
bir savagtan basar1 beklenemez. Savag olgusunu inceleyen en eski askeri stratejistlerden olan, askeri
strateji lizerine yazdig1 yazilarinmi topladigi “Savas Sanati” adli eserine sahip Cinli komutan ve askeri
stratejist Sun Tzu’dan beri istihbarat, bir savasta ve bir ¢atigmada diismana istiinliik saglamanin en

onemli araci olarak degerlendirilmistir. Diisman bize zarar vermek istemektedir ancak diigmanin niyetini

24 Dr. Opr. Uyesi, Istanbul Beykent Universitesi, Siyaset Bilimi ve Kamu Yonetimi (ingilizce) Béliimii, E-Posta:
atahankartal@beykent.edu.tr, ORCID: 0000-0003-3098-1981
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anlamak, bize hangi oranda zarar verebilecegini bilmek 6nemlidir. (Taban & Aydilek, 2023).

Yeni nesil savas (YNS) alanlarinda yapilan ¢ekismeler, miicadeleler ve muharebeler, fiziki ortamdan
sanal alanlara dogru yonelmistir. Ciinkii artik son yillarda giivenlik anlayisi, devleti merkeze almaz;
sadece askeri tehditlere indirgenebilen bir yaklasim olmaktan ¢ikmistir. Gilivenlik, siber alan giivenligine

dogru yonelmeye baslamistir (Karasoy, 2022).

Siber giivenlikten konusuyor isek siber alanin giivenliginden de bahsetmemiz gerekir. Siber istihbarat

kavrami da bu sebeple ¢cok dnemlidir. Siber istihbaratin tanimimi su sekilde verebiliriz (Karasoy, 2022):

“Bir iilkenin siber uzaydaki cihazlari, enerji iireticileri, kablolari, internet servis
saglayicilari, sunuculart vb. donanmimlarla birlikte yazilimlar: ve bundan baska siber
giivenlik, siber saldiri, siber istihbarat vb. faaliyetlerde bulunacak teknokratlarin,
gorevlilerin nitelik ve nicelik gibi ozellikleriyle ilgili bilgi toplanmasi ve analiz
edilmesidir.”
Siber giivenligin tanimin yapan Uluslararasi Telekomiinikasyon Birligi de bu tanimi su sekilde
yapmuistir, buna gore siber giivenlik, “Siber uzayda, kullanicilar ve organizasyonlarmm varliklarin
korumak amact ile kullamilan politikalar, risk yonetimi yaklasimlari, araglar, giivenlik kavramlari,

giivenlik onlemleri, uygulamalar, kurallar, eylemler, egitimler ve teknolojilerin biitiinii,” olarak

tanimlanir (Karasoy, 2022).

Karasoy ve Babaoglu (2020) siber giivenligin lizerinde durulmasinin nedenlerini soyle siralamistir:
-Bireylerin sanal ortamda bulunmast

-Ozel sektoriin ticari faaliyetleri igin internet kullanmimindaki artis

-Devletin kritik alt yapilarinin internete bagli olmasi

-Kamu hizmetlerinin internet {izerinden verilmesi (E-Devlet )

Alt yapilar sayesinde birbirine bagli elektronik cihazlarin birbirine baglanmasi, buradan bilgi edinilmesi
ve bu bilginin kullamldig: faaliyet alani siber alan, siber ortam veya siber uzay olarak tanimlanir. Bu
alan ¢esitli verileri global olarak depolar (Yilmaz, 2020). Farkli bir ifade ile siber alanda verileri
inceleyerek bu verilerden istihbarat elde etmedir siber istihbarat. Ayni zamanda hedefine aldig1 dijital
cihazlara sizarak, bu cihazdaki bilgileri elde ederek istihbarat toplama faaliyetidir. Siber istihbarat
faaliyeti icra edilirken agik kaynaklardan da yararlanilir ve bu bilgiler derlenir. Hedef iilkenin kritik

denebilecek altyapilarina yapilan saldirilar da siber istihbaratin ilgi alanidir (Karasoy, 2022).

Siber istihbaratin 6nemli bir tarafin1 siber tehdit istihbarati olusturur ki bu giivenlik kurullarinin siber

saldirilart 6nleme ve bu saldirilara karsilik verme kabiliyetinin olusturulmasina meydan verir (Karasoy,
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2022).

Glintimiizde elektronik cihazlarin sayilari glinden giine artmaktadir. Bunlarin arasinda cep telefonlarini,
bilgisayarlari, uydulari, kameralar1 sayabiliriz. Bu elektronik cihazlar veri liretmektedir ve bu iiretilen
verilerin bir araya gelmesi ile biiyiik veri setleri olusmaktadir ki biz buna “biiylik veri” demekteyiz.
Biiyiik veriyi olusturan unsurlar o kadar karmasiktir ki bunlar arasinda oriintiiler tespit ederek analiz
yapip anlaml bilgiler elde etmek i¢in “makine 6§renmesi” olgusundan yararlanmak gerekmektedir. Bu
biiyiik veriyi inceleyen makineler bir Oriintli tespit ettiklerinde, bunu kullanicilara iletmekte ve bu
oriintiiler anlamlandirilmaktadir. Bu da veri madenciligi veya bilgi madenciligi olarak tanimlanmaktadir

(Yilmaz, 2022).

Yapay zeka, yeni otonom sistemler ve insansiz hava araglarinin savasin karakterini degistirecegi agiktir.
Bu yeni gelismeler devletlerin savunma sistemlerini degistirecegi gibi istihbarat yapilarini da
etkileyecektir. Bu etkileme akilli savas ve akilli istihbarati ortaya ¢ikaracaktir. Rusya-Ukrayna
Savasi’nda bizlerin, siradan vatandaslarin, ellerindeki akilli telefonlar veya bilgisayarlar vasitas ile
istihbarat toplayicis1 olabildiklerini gordiik. Vatandaslarin cektigi resimler ve videolar istihbarat
birimleri tarafindan analiz edilerek, degerlendirmeler yapilarak elde edilen bilgiler gerekli yerlere

ulastirilmaktadir (Yilmaz, 2022).

Siber uzay, uluslararasi alanda daha biiyiik bir risk olusturmaya baslamistir. Riskin sinirlar1 belli
olmayan saldirmanin artik ¢ok az maliyetli oldugu yeni bir giivenlik alan1 ortaya ¢ikmistir. Biiylik
ordulart olan, kara ve denize hakim devletlerin karsisinda daha gii¢siiz ve kii¢lik devletler siber uzay1
asimetrik boyutta kullanabilmektedir. Bu sebeple devletler bu konuda yatirimlar yapmaya baglamistir.
2016°da yapilan NATO Varsova Zirvesi’nde, siber uzay da bir harekat sahasi olarak tanimlanmistir ve
iilkelerin is birliklerini artirmasi istenmistir. Daha sonra 2018’deki NATO Briiksel Zirvesi’nde,

Belgika’nin Mons sehrinde Siber Operasyonlar Merkezinin kurulmasina karar verilmistir (Polat, 2020).

Siber Terorizm

Artan internet kullanimi, bazi tehditleri de beraberinde getirmistir. Bu tehditlerden biri de siber
terorizmdir. Siber terérizm; siyasi mercileri, kisi ve kurumlarit baski altina almak, ¢alisamaz hale
getirmek amaciyla yapilir. Resmi kuruluslarin veri tabanlarma ve bilgisayarlarina saldirt
gerceklestirilerek bu kuruluslar tehdit edilir ve onlara zarar vermeye calisilir. Sosyal aglar {izerinden
yapilan ve terori destekleyen faaliyetler de bu kapsamda degerlendirilir. Terdr orgiitleri tarafindan bu
siber saldirilarin kullanilmak istenmesinin en biiyiik sebebi, giivenlikle ilgili birimlerin saldir1 yapan
terdristi bulmasinin zor olmasidir. Ayrica kimin tarafindan yapildiginin bilinmesi ¢ok zor olan bu
saldirilar, daha maliyetsizdir ve terdrist agisindan oliim riski ¢ok azdir. Saldiran teréristlerin silaha,

bombaya ihtiyaci yoktur (Y1lmaz, 2020).
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Bilgi teknolojilerindeki degisimler, 6zellikle kiiresel anlamda uydularin kullanilmasi, yeni insansiz hava
araclar gibi yeni kesif ve gozetleme tekniklerinin kullanilmasi ve ayrica yeni gelismelere paralel olarak
bunlarin iletisim ve istihbarat alaninda kullanilmasi, istihbaratin geleneksel sistemin disina ¢iktiginin
isaretidir. Ayrica hedef iilkelerin altyapilarina gonderilen bilgisayar viriisleri sayesinde bu tesislerin
calisgamaz hale geldigi goriilmektedir. Teknolojik gelismelerin istihbaratin doniisiimiindeki etkileri

internetin de kullanilmasi ile birlikte diisliniildiiglinde daha iyi anlagilacaktir (Y1lmaz, 2020).
Istihbarat Analizi

Analiz yapma, istihbarat carkinin en énemli asamalarindandir. Istihbaratin islenmesini ve bu islenmis
malzemenin anlamini ¢oziimleyerek gerekli yerlere iletilmesini, analistler gerceklestirir. Bir bakima,
raporlama asamas1 biter bitmez istihbarat analizi baslar, denilebilir. Istihbarat analizi, karar vericiye
karar vermesinde yardimci olur. Aslinda yapilan, belirsiz ortami ortadan kaldirarak firsatlar sunmaktir.
Dijital olarak gelisim ve doniisiim, istihbarat ¢arkinin tamamma bir avantaj saglar. istihbarat analizi
yapmakla gorevli olanlar, tehditleri daha kisa siirede ortaya cikararak karar vericileri bilgilendirir. Bu
hiz1 kazanmak i¢in dijital gelisim ve doniisiimiin hizl1 bir sekilde gerceklestirilmesi gerekmektedir.
Ancak gilintimiizde, dijital cagin getirdigi genis bilgi ve veriler sebebiyle istihbarat analisti olarak gdrev
yapanlarin ¢ok fazla zorluklarla karsilastigi goriilmekte ve bu kadar ¢ok bilgiyle miicadele etmesi

beklenmektedir.

Soguk Savas’in bitiminden sonra agik kaynak istihbarati (Open Source Intelligence, OSINT) artisa
gecmistir. Dijital acik kaynak istihbaratinin kullanilmasindaki artig; akilli telefonlarin kullaniminin
artmasi, vatandaglarin iilkelerindeki olaylarla ilgili biiylik miktarda igerigi uygulamalar vasitasi ile
paylasmasi, bu verilerin bir maliyetinin olmamasi ve herkesin rahatlikla erisebilmesi, analistler
tarafindan yapilacak analizlere agik olmasi ile ilgilidir. Dijitallesme sonucu erisilemez alan neredeyse
kalmamistir. Ac¢ik kaynak istihbaratinin kolay erisilebilirligi bir kolaylik getirmesine ragmen bu
kaynaklarin analiz birimlerince analiz edilmesi gereklidir. A¢ik kaynak istihbaratinin sagladigi verilerin
coklugu ve kapsadigi alanin biiylikliigl, istihbarat analizi yapanlar1 bilgisayar kullanimina itmistir.
Verileri toplamak, muhafaza etmek, analizini yapmak, insanin kapasitesini zorlayacagindan yeni
teknolojileri kullanmak bir zorunluluk haline gelmistir. Iyi istihbarat: kotii istihbarattan ayirmak igin
yapilan ¢aligmalar buna en giizel 6rnektir. SOCMINT yani sosyal medya istihbarati, sosyal medyanin
biiyiik oranda kullanilmasi sebebiyle istihbarat elde etme agisindan 6nemlidir. Kamuoyu duyarliligi ve
toplumun etkilenmesi agisindan kiymetlidir. Bazi olaylarin kim tarafindan, nasil yapildigi; suglarin
neden ve nasil meydana geldigi gézlemlenebilir. Suca katilanlar1 neyin motive ettigi ortaya konabilir

(Taban & Aydilek, 2023).

2012’ye kadar Tiirkiye’de siber giivenlik ile ilgili yapilan calismalar Bilgi Teknolojileri ve iletisim
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Kurumu tarafindan yapilmistir. Daha sonra bu gorev yine 2012°de Ulastirma ve Altyap1 Bakanligina
verilmis ve Siber Giivenlik Kurulu kurulmustur. Bu kurul, Tiirkiye’nin siber giivenlik ile ilgili
faaliyetlerinde 6nemli Ol¢iide ¢aligmalar yapmustir. Nitekim 2013-2014 Eylem Plani’nda, kamuda bilgi
teknolojileri ve sistemlerinin giivenliginin saglanmasi hedeflenmis, kamusal alanlarda kritik sistem
giivenliginin saglanmasi amaglamis, siber saldiriya ugrayan sistemler varsa bunlarin tekrar normale
donmesi ve siber saldir1 yapanlarin yakalanmasi i¢in kurumlar arasinda koordinasyonlu calismalar
Ongoriilmiistiir. Ancak siber uzayin hizli doniisiimii bazi sorunlar1 da beraberinde getirmistir. Bunlarin
arasinda; giivenlik agiklarina devlet igerisinde koordineli bir sekilde karsilik verilememesi, strateji ve
eylem planlarinin devlet icerisinde gelistirilmesinde etkisiz kalinmas1 ve siber istihbaratin daha giiclii
bir yapiya kavusturulmasi konular1 vardir. Bu sebeple Tiirkiye’de, Milli Istihbarat Teskilatia bagh
olarak siber istihbarat caligmalari oncelikle Elektronik/Teknik Istihbarat Baskanlhigi tarafindan
yapilmistir. Ancak siber tehditlerin artmasi ve siber savaglarin iilke glivenligi bakimindan giderek daha
ciddi riskler ve tehditler getirmesinden dolay siber istihbarat ¢aligmalarin1 daha detayli ve koordineli
gerceklestirmek igin Siber Istihbarat Bagkanligi ad1 altinda yeni bir birim kurulmast i¢in calismalara
baslanmistir. 2023°te kurulan bu bagkanlik, tehditlere karsi siber savunma kabiliyetini ve korunmay1

artirmay1 amaglamistir. (Kirbasoglu & Hasangebi, 2023).
Sonuc

21. ylizyilin bilgi ve akil ¢agi olacag: aciktir. Her seyin (silah, araba, sehir, ziraat...) akillis1 olacaktir.
Teknolojik ve bilimsel istihbarat anlayisi ile ayn1 zamanda istihbaratin elde edilmesindeki hiz da 6n
plana ¢ikacagindan yapay zeka kullanan sistemlere gegilmelidir. Bu anlamda, “biiyiik veri” toplamak
kadar ozellikle kamu kurumlarinda ve devletin giivenlik ile ilgili kurumlarinda kendi verilerimizi
korumak da 6nemlidir. Hazirlanacak yapay zekali sistemler tanima, teshis, tespit ve hedefleme istihbarati
saglamalidir. Silah, ara¢ ve sistemlerin yapay zekali hale (otonom, tam otonom) getirilmesi igin NATO
tilkeleri ile ortak ¢aligmalar yapilmalidir. Savas alaninda her sivil ve askerin bir toplama vasitasi olacagi
teknolojiye dayal1 bir sistem kurulmalidir. Teknolojik istihbarata karsi koyma da ¢ok biiyiikk 6nem arz

etmektedir.

4.2.17. Stanislav MYSICKA?: The PRC Military Base in Djibouti and China’s Growing Security
Presence in Africa

The opening of the Chinese naval military base in Djibouti, first officially announced in 2015 (with the

arrival of naval forces in July 2017), clearly symbolizes not only the growing security presence of the

25 Asst. Prof. Dr., Department of Political Science, University of Hradec Kralové, Czech Republic, ORCID: 0000-0002-4118-
0007
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People’s Republic of China (PRC) on the African continent but also plays an important role in its
evolving global security strategy. Unlike many logistical bases from Southeast Asia to West Africa, the
Djibouti base is the PRC’s first openly acknowledged military installation on foreign soil. This
contribution examines the issue from the perspective of Chinese official discourse, utilizing reporting
and commentary from state media outlets and state and party institutions regarding the negotiation and
opening of the Djibouti base, as well as reactions to news reports about potential future bases. The goal
is to present and analyse how China frames and understands the establishment of military bases (and, to
a lesser extent, other support facilities) abroad. I will also focus on the part of China’s discourse that
compares its military bases to the extensive network of U.S. military installations across the globe,
highlighting the differences emphasized by China. The Djibouti base, along with other, less significant
logistical facilities, and how they are perceived by the PRC’s key foreign policy decision-makers, are
crucial for an overall assessment of contemporary Chinese foreign policy. Moreover, the insights gained
from this analysis will provide new perspectives on the long-term changes in China’s view of state
sovereignty’s importance and limitations, which is clearly visible in its growing security presence (and
exposure) on the African continent. In the past decade or so, the PRC has significantly established firm
security relations with many African governments, engaged in regional peacekeeping, boosted its
military diplomacy and is selling significantly more weapons and military material to Africa than ever

before.

Keywords: China, Djibouti, Africa, Military Base, Security

4.2.18. Marina GLASER?®®: Peculiarities of the Influence of the Political and Informational
“Landscape of Betrayal” on the Intensity of Internal Terrorist Activity in the Context of an
External Conflict [The Case of Russia During the Special Military Operation (SMO)]

With the launch of the SMO and the task of forming a national consensus around its goals, the problem
of countering the use of the Internet by foreign intelligence services has become relevant for the Russian
special services. However, here we are faced with a paradox. On the one hand, with over 100 million
users, Russia is one of the largest social media markets in the world. More than seven out of ten Russians
use social media, which is higher than the global social media average (Melkadze, 2024). According to
Mediascope, which measures the audience of all media in Russia, users spend an average of about an
hour on social networks. Of these, 43 minutes are devoted to the Russian platform VKontakte, which
makes it the “first choice screen”. VKontakte is becoming an important tool for everyday communication

of both citizens and government agencies (Users Spend 10 Times More Time, 2024).

In 2024, Telegram became the main platform for news consumption in Russia: 20% of users read news

26 Prof., National Research University, Higher School of Economics (HSE), Faculty of World Economy and World Politics,
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in the app (From Which Forums, Blogs, Social Media, 2024). According to a study of the active audience
of social networks in Russia, the number of authors in social media in Russia increased to 69 million in
2024. By March 2024, compared to March 2023, the volume of monthly content increased by 29%, and
the number of monthly active authors increased by 9% (In Russia, the Number of Authors in Social

Media Reached, 2024).

On the other hand, according to public opinion polls, television remains the main source of news for
Russians. In March 2024, according to Levada Center, two-thirds of Russians (65%) noted television as
their main source of news (The Role of Television and the Internet, 2024). According to the FOM
agency, 75% of Russians watch television programs almost every day or from time to time during the
week (News Information and Television How Russians Get, 2024). At the same time, its mention as a
source of information has decreased from 90% in the early 2010s to 61% in 2021-2022 and 56% in 2024
(Time and Money, 2024).

Popularity of television as the main source of information is higher among older Russians (85%), with
secondary education and below (69%); people who barely have enough for food (59%). Young Russians
more often get news from alternative sources: social networks (57%), Telegram channels (43%) and
online publications (39%). With higher education, people more often consume news from social

networks, online sources and Telegram channels (43%, 38%, 30% respectively).
Contradiction

The number of authors on social networks in Russia grew in 2024, but the audience of readers of
Telegram channels stabilized in 2023-2024 after a sharp increase in the spring of 2022. Independent

bloggers and journalists are losing their audience.
Research Problem

On the one hand, the demand for social networks and messengers in Russia opens up broad prospects
for intelligence and operational work for the special services of other countries. But in this case, their
field of vision mainly includes young people (high recruitment vulnerability) and people with higher
education, who have low recruitment vulnerability. The still high popularity of television as the main
source of information among older people, people with secondary education and the “poor” (who do not
use social networks) narrows the possibilities of foreign intelligence services and removes people with
high recruitment vulnerability from their field of vision. As a result, in both the first and second cases,
the scale of the recruiting contingent is significantly reduced while maintaining the key task of forming

a “landscape of betrayal”.
Working Concepts

Recruitment vulnerability is the predisposition of a recruitment candidate to establish permanent
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business relations with a foreign intelligence service or the totality of all motives, life circumstances and
character traits of the object of recruitment interest that make it fundamentally possible for him to

establish contact with a foreign intelligence service (Doronin, 2024).

Political and information landscape is the art of creating anthropogenic compositions using natural

(community) and artificial (information technology) components.

“Landscape of betrayal” is a violation of trust, moral boundaries of the community, a transition to a

different set of norms and values, a space of uncertainty, fear and general mistrust.

The political and informational “landscape of betrayal” is an anthropogenic composition that uses

various websites, social networks and instant messengers as a “relief,” violations of collectively
. . 13 b 2 . . [13 2 .

recognized community norms as a ‘“climate,” traitors and recruiters as “water,” and a specific

information system consisting of its interacting components as “flora and fauna.”
The Key Question is

How does the formation of a political and informational “landscape” of betrayal in social networks and
messengers of the country (Russia) in the context of an external conflict affect the increase in the scale

and potential of the recruiting contingent and the strengthening of terrorist destabilization?
Hypothesis

The political and informational “landscape of betrayal” formed by foreign intelligence services in the
largest Russian-language social networks on the one hand increases the number of terrorist attacks, but
on the other hand, has virtually no effect on the scale and potential of the recruiting contingent. The

reasons are:

1. The peculiarities of recruitment vulnerability of candidates suitable for recruitment: youth, people
with psychological characteristics, drug addicts and marginals, people with openly pro-

Ukrainian/opposition views.

2. Socio-psychological taboos of violation of national collective identity and ontological security. There
are no dynamic changes, polarization, internal conflict, or uncertainty in society, despite the external
conflict. Therefore, citizens do not consider violation of loyalty to the authorities to be extremely
important for society. And especially for young people with higher education. That is, for those who

could become valuable agents with real or potential intelligence capabilities.

3. Political and social control. Security forces hold citizens accountable for saved images, publications

or reposts, and the list of prohibited topics is constantly expanding.

It can be argued that the political and informational “landscape of betrayal” formed by foreign
intelligence services in the largest Russian-language social networks doesn’t exist. The main goal of

foreign intelligence services remains unachieved.
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4.2.19. Zarina M. LAZAROVA?": The Changing Architecture of Security: Zangezur Corridor’s
Economic Importance

In a dynamically changing global order, the security architecture is increasingly linked to economic
interests and strategic infrastructure projects. The Zangezur Corridor, situated in the heart of the South
Caucasus, is emerging as a vital node connecting Azerbaijan with Nakhchivan and Tiirkiye, while
holding the potential to transform trade routes between Europe and Asia. This corridor symbolizes
broader geopolitical and economic trends that are reshaping paradigms of security and influence in the
region. Its implementation enhances the region’s importance as a transport hub and energy route,
offering opportunities for connectivity and development. However, these prospects are closely tied to
regional security complexities, where the interests of key global and regional players converge. The
Zangezur Corridor highlights the delicate balance between fostering economic integration and

addressing strategic interests, which underpins the evolving security framework in the region.

The opening of the Zangezur Corridor presents both significant opportunities and challenges, with broad
geopolitical, economic, and security implications. Geopolitically, the corridor strengthens connectivity
between Azerbaijan, its exclave Nakhchivan, and Tiirkiye, thus potentially fostering closer cooperation
and integration among these nations. This enhanced connectivity could lead to a more unified and
strategically cohesive bloc, with the potential to strengthen the regional influence of Azerbaijan and
Tiirkiye. At the same time, the corridor’s opening may alter regional dynamics, particularly concerning
Armenia’s position. Armenia, historically a key player in controlling critical transit routes, might
perceive the Zangezur Corridor as shifting the balance of influence in the region. As such, the corridor
could catalyze adjustments in Armenia’s geopolitical and security strategies, including potentially
reinforcing ties with Russia and Iran, each of which may hold differing views on the corridor’s

implications.

Economically, the Zangezur Corridor offers substantial potential for regional development and
integration, particularly in the context of energy security and trade. The corridor could serve as a vital
route for transporting Caspian energy resources to European markets, thereby supporting Europe’s
efforts to diversify its energy supply and reduce dependence on traditional transit routes. Additionally,
the corridor holds the potential to boost trade, investment, and infrastructure development in the region.
By connecting Central Asia, the South Caucasus, and Europe, the corridor could facilitate new business
opportunities, enhance logistical capabilities, and promote regional economic growth. Investment in
infrastructure, including new roads, railways, and energy pipelines, could foster greater economic

interdependence and reduce the likelihood of conflict by creating shared interests among regional actors.

Despite its potential, the Zangezur Corridor’s development introduces important security considerations.

From a defense perspective, the corridor could allow for more efficient movement of personnel and
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resources between Azerbaijan and Nakhchivan, enhancing Azerbaijan’s defense capabilities. However,
this development may raise concerns in Armenia, which could view the loss of control over critical
routes, particularly in the southern Syunik region, as a security threat. These changes could prompt
Armenia to reassess its military strategies and potentially increase defeounse investments, particularly
in areas adjacent to the corridor. In this context, the role of external actors, especially Russia, becomes
increasingly significant. As a key regional power, Russia may need to play a mediating role, balancing
the interests of Azerbaijan, Armenia, and other regional stakeholders. Russia’s presence could be crucial
in preventing escalation and maintaining stability, yet its involvement may complicate the management

of competing interests.

In addition to conventional security concerns, the Zangezur Corridor introduces several hybrid threats,
which encompass a range of non-traditional security challenges. With increased connectivity, the region
becomes more vulnerable to cyberattacks, which could target the infrastructure that supports trade,
energy flow, and regional stability. Cyber threats could disrupt economic activities and affect critical
sectors such as energy, transportation, and communication. Furthermore, the heightened visibility of the
corridor could attract the attention of terrorist organizations seeking to exploit the situation for
ideological or political purposes. Terrorist groups could target infrastructure, transportation hubs, and
energy pipelines to disrupt regional stability and provoke tensions among countries. These threats could
be exacerbated by the underlying political and historical grievances in the region, creating opportunities

for extremist groups to sow discord.

The introduction of the corridor could also lead to increased competition over narratives. Disinformation
campaigns, particularly those aimed at distorting the economic or political impact of the corridor, could
destabilize the region. Such campaigns might fuel nationalist sentiments or deepen existing divides,
potentially leading to internal unrest. As the corridor’s influence grows, the region may also face
challenges related to migration. The improved connectivity might facilitate labor movement across
borders, which could create economic opportunities but also raise concerns about irregular migration or
human trafficking. The management of these migration flows will require coordinated regional policies
to prevent potential security risks and ensure that migration becomes a source of regional development

rather than instability.

On a broader scale, the Zangezur Corridor’s strategic importance could position the South Caucasus as
a critical node within the Middle Corridor, linking Asia and Europe. This shift could attract international
attention from major global powers such as China, the European Union, and the United States, which
are all working to strengthen connectivity across Eurasia. As global powers engage with the region to
develop trade and energy routes, the geopolitical environment may become more complex, requiring
nuanced diplomacy and the careful balancing of regional and global interests. External involvement,

while beneficial for development, could also shift existing alliances and complicate the management of
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regional relations.

In conclusion, the Zangezur Corridor represents a multifaceted opportunity for regional growth,
economic integration, and energy diversification, but it also introduces a range of security challenges.
While the corridor could enhance connectivity, promote economic development, and improve energy
security, it is also likely to affect the geopolitical balance in the South Caucasus. Addressing the security
challenges, particularly the risks associated with hybrid threats, terrorism, and cyberattacks, will require
comprehensive regional cooperation and effective risk management. The success of the Zangezur
Corridor will depend on the ability of all stakeholders to engage in constructive dialogue, foster
cooperation, and navigate the complexities of regional and global security. A balanced and inclusive
approach will be essential to ensure that the corridor serves as a catalyst for sustainable peace, stability,

and prosperity in the South Caucasus and beyond.

Keywords: Zangezur Corridor, Caucasus, Azerbaijan, Europe-Asia Connectivity, Economic Security,

Regional Security, Security Architecture
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